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Models

one-way function vs. two-way function

• one-way function:
one-way function, fixed-length output, avalanche effect

• two-way function:
symmetric or asymmetric

symmetric vs. asymmetric (vs. hybrid)

• symmetric:
one private key (e.g. derived from password/passphrase)

• asymmetric:
one private key, one public key

Model anatomy

E-Group, https://www.egroup.hu/
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Models

• asymmetric:
one private key, one public key

IFP - Integer Factorization Problem
(e.g. RSA)

DLP – Discrete Logarithm Problem
(e.g. DSA)

ECDLP – Elliptic Curve Discrete Logarithm Problem
(e.g. ECDSA)

difficulty and complexity:
class NP-intermediate
(NP-complete is not proven)

Model anatomy

E-Group, https://www.egroup.hu/



4
E-Group, https://www.egroup.hu/E-Group, https://www.egroup.hu/

Models

Trusted Third Party vs. Web of Trust

• CA-hierarchy

• PGP, GPG...

X.509 vs. non-X.509

• SSL/TLS, XML signature, S/MIME, CMS, code signing...

• PGP, GPG, DNSSEC...

Model anatomy

E-Group, https://www.egroup.hu/
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CA anatomy

Certificate Authority
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CA anatomy

Certificate Authority

Signed data of Subject
• natural/legal attributes

and
• public key.

Signed by Issuer
• private key.

Keystore data can be
• SW (PKCS#12)

or
• HW (HSM, smart card).
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CA anatomy

architecture and DigiNotar
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CA anatomy

architecture and DigiNotar
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CA anatomy

code review and OpenSSL

• OpenSSL: 2006-09-17 – 2008-05-13 (0.9.8c-1 – 0.9.8g-9)

• ssleay_rand_add() and process ID (PID): N * 32768 key pairs

• affected SSL/TLS sites and code signer keys (trusted CAs of Microsoft Windows)

• who generated the vulnerable key pairs and the PKCS#10?



10
E-Group, https://www.egroup.hu/E-Group, https://www.egroup.hu/

CA anatomy

code review and OpenSSL

• affected Hungarian sites (trusted Hungarian CA)

• bank (MagNet), server hosting and ISP (GTS), critical infrastructure (MVM)
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CA anatomy

code review and OpenSSL

• affected Hungarian sites (other trusted CAs)

• mobile operator (Telenor), auction (TeszVesz), webshop (ComputerEmporium)
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CA anatomy

code review and key generation functions

• Infineon RSA library 2017-10-16, 2017-10-30
ROCA (Return of Coppersmith’s Attack)

• sectors
government Estonia (eID), Slovakia (eID), Spain (eID)
bank Poland (Gemalto IDPrime .NET)
other (e.g. Yubico YubiKey 4, TPM in HP, Lenovo laptop)

• devices (e.g. NXP?)
• codes (e.g. BouncyCastle?)
• key sizes (e.g. RSA 3072 bits? ECC?)
• operations (e.g. revoked CA, large CRLs, lack of functionality)
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CA anatomy

code review and key generation functions
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CA anatomy
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CA anatomy

code review and key generation functions
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X.509 anatomy

basicConstraints
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X.509 anatomy

basicConstraints and Moxie Marlinspike
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X.509 anatomy

subject „\0” and Moxie Marlinspike
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Algorithm anatomy

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima
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Algorithm anatomy

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima

• add collision bits to tbsCertificate (bin.txt → bin_msg1.txt + bin_msg2.txt)

• add/copy SEQUENCE, signatureAlgorithm, signatureValue to tbsCertificate
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Algorithm anatomy

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima
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Algorithm anatomy
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Algorithm anatomy

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima
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Algorithm anatomy

MD5 collision and Flame, WuSetupV.exe
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Algorithm anatomy

MD5 collision and Flame, WuSetupV.exe

• Marc Stevens: chosen-prefix collisions

• Alex Sotirov: analysis of Flame certificate
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Algorithm anatomy

SHA-1 collision and E. A. Grechnikov

• collisions for 75-step reduced SHA-1

• using SHA-2 is recommended

• NIST selected Keccak (2012-10-02) as the basis for SHA-3
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Algorithm anatomy

SHA-1 collision and Malicious SHA-1 project

• collisions for 80-step (full) SHA-1 with modified constant words K(t)

• K(t) = [5A827999, 6ED9EBA1, 8F1BBCDC, CA62C1D6]
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Algorithm anatomy

SHA-1 collision and Marc Stevens, Pierre Karpman, Thomas Peyrin

• collisions for 80-step (full) SHA-1 with modified initialization vectors H0..H4

• H0..H4 = [506B0178, FF6D1890, 202291FD, 3ADE3871, B2C665EA]
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Algorithm anatomy

SHA-1 forging based on MD5 forging and Thai Duong, Juliano Rizzo

• forging hashes of 80-step (full) SHA-1 with modified initialization vectors H0..H4

• H0..H4 = [67452301, EFCDAB89, 98BADCFE, 10325476, C3D2E1F0]

• length extension attack: Flickr, Scribd, Vimeo...
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Algorithm anatomy

SHA-1 forging based on MD5 forging and Thai Duong, Juliano Rizzo

• inject data, apply padding, modify initialization vectors, continue hashing
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Algorithm anatomy

SHA-1 forging based on MD5 forging and Thai Duong, Juliano Rizzo
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Algorithm anatomy

SHA-1 collision and Marc Stevens

• collisions for 80-step (full) SHA-1 (shattered.io)

• using SHA-2 is recommended

• NIST selected Keccak (2012-10-02) as the basis for SHA-3
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Algorithm anatomy

E-Group, https://www.egroup.hu/

pqcrypto
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Post-Quantum Cryptography: classical computers and quantum computers

„Imagine that it's fifteen years from now. Somebody announces that he's built a

large quantum computer. RSA is dead. DSA is dead. Elliptic curves, hyperelliptic

curves, class groups, whatever, dead, dead, dead. So users are going to run around

screaming and say 'Oh my God, what do we do?' Well, we still have secret-key

cryptography, and we still have some public-key systems. There's hash trees. There's

NTRU. There's McEliece. There's multivariate-quadratic systems.”
http://pqcrypto.org/

OK, but why?
Shor’s algorithm (finding order of a group) and Grover’s algorithm runs faster...

So, now what?
signature: we can wait until real quantum computer is created...
encryption: now it is already too late!

Quantum-Safe Perfect Forward Secrecy (QSPFS)

E-Group, https://www.egroup.hu/

Algorithm anatomy
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Algorithm anatomy

pqcrypto
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Algorithm anatomy

pqcrypto



37
E-Group, https://www.egroup.hu/E-Group, https://www.egroup.hu/

ETSI: Quantum Safe Cryptography v1.0.0 (2014-10)

„[...] symmetric key algorithms like AES that can be broken faster by a quantum

computer running Grover’s algorithm than by a classical computer. [...] This is to

say that AES-128 is as difficult for a classical computer to break as AES-256 would

be for a quantum computer.”

E-Group, https://www.egroup.hu/

Algorithm anatomy
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Post-Quantum Cryptography: classical computers and quantum computers

Hash-based:
• hash functions, HMAC structures are quantum safe
• signature (Lamport, Merkle etc.)

Lattice-based:
• shortest/closest vector problem (László Lovász, Miklós Ajtai)
• signature, encryption (GGH, NTRU etc.)

Multivariate equations-based:
• signature (UOV, Oil and Vinegar etc.)

Code-based:
• syndrome decoding problem, error-correcting codes
• signature, encryption (McEliece, Niederreiter etc.)

Symmetric key-based:
• encryption (AES, Twofish etc.)

E-Group, https://www.egroup.hu/

Algorithm anatomy
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Protocol anatomy

SSL/TLS

„Websites can use TLS to secure all communications between their servers and web 
browsers.” (... and other client softwares)

„It builds on the earlier SSL specifications (1994, 1995, 1996) developed by Netscape
Communications for adding the HTTPS protocol to their Navigator web browser.”

version published in published by
SSLv1.0 unpublished Netscape
SSLv2.0 1995 Netscape
SSLv3.0 1996 Netscape
TLSv1.0 1999 IETF RFC 2246
TLSv1.1 2006 IETF RFC 4346
TLSv1.2 2008 IETF RFC 5246
TLSv1.3 2018 IETF RFC 8446

https://en.wikipedia.org/wiki/Transport_Layer_Security
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Protocol anatomy

SSL/TLS

OpenSSL

• cryptographic primitives
• CA functions
• SSL/TLS protocol

• multiple supported platforms

• command line interface (CLI)

• open source

• FIPS 140-2 level 1



41
E-Group, https://www.egroup.hu/E-Group, https://www.egroup.hu/

Protocol anatomy

SSL/TLS

openssl dgst
-sha256 -binary -out test-key.txt test-password.txt

openssl enc
-aes-256-cbc
-e -nosalt -kfile test-key.txt -in test-plain-in.txt -out test-cipher.txt

openssl dgst
-sha256 -binary -out test-key.txt test-password.txt

openssl enc
-aes-256-cbc
-d -nosalt -kfile test-key.txt -in test-cipher.txt -out test-plain-out.txt
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Protocol anatomy

SSL/TLS

openssl pkcs12
-in test-user.p12 -out test-user.pem -passin pass:1234 -passout pass:1234

openssl rsa
-in test-user.pem -passin pass:1234 -out test-user-private-plain.key

openssl rsa
-in test-user.pem -passin pass:1234 -out test-user-public-plain.key -pubout

openssl dgst
-sha256 -sign test-user-private-plain.key
-out test-signature.txt test-plain-in.txt

openssl dgst
-sha256 -verify test-user-public-plain.key -signature test-signature.txt
-out test-plain-result.txt test-plain-in.txt
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Protocol anatomy

SSL/TLS

Apache HTTP Server

SSLEngine on (SSL/TLS enabled)
SSLCipherSuite HIGH:!DSS:!3DES (set of permitted algorithms)
SSLProtocol +TLSv1.2 (set of permitted protocol versions)
SSLCompression off (compression of SSL/TLS layer)
SSLInsecureRenegotiation off (proper management of ClientHello and session)
SSLCertificateFile my-server.crt (SSL/TLS server certificate)
SSLCertificateKeyFile my-server.key (SSL/TLS server private key)
SSLCACertificateFile my-server-ca.crt (CA certificate „whitelist”)
SSLOptions +StdEnvVars +ExportCertData (handshake parameters)
SSLVerifyClient require („client authentication”)
SSLVerifyDepth 1 (CA certificate chain length)

LoadModule ssl_module modules/mod_ssl.so
#LoadModule deflate_module modules/mod_deflate.so
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Protocol anatomy

SSL/TLS
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Protocol anatomy

SSL/TLS

openssl s_client
–connect 127.0.0.1:443
–CAfile my-server-ca.crt
–cert my-client.crt
-key my-client.key
-tls1_2
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Protocol anatomy

SSL/TLS

openssl s_client
–connect 127.0.0.1:443
–CAfile my-server-ca.crt
–cert my-client.crt
-key my-client.key
-tls1_2
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Protocol anatomy

SSL/TLS
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Protocol anatomy
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Protocol anatomy

SSL/TLS

2009-11-04: renegotiation attack
affected: SSLv3.0 – TLSv1.2
bug: ClientHello termination is needed
fixed by: IETF RFC 5746

2011-09-23: BEAST
affected: SSLv3.0 – TLSv1.0
bug: CBC vulnerability, padding oracle
fixed by: TLSv1.1

2012-09-13: CRIME
affected: SSLv3.0 – TLSv1.2
bug: TLS-compression leaks information
fixed by: disable TLS-compression

2013-02-04: Lucky 13
affected: SSLv3.0 – TLSv1.2
bug: CBC vulnerability, padding oracle (time-based)
fixed by: modify SSLCipherSuite
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Protocol anatomy

SSL/TLS

2013-03-12: RC4
affected: SSLv3.0 – TLSv1.2
bug: same messages leak information about the key
fixed by: enable AES, disable RC4

2013-08-01: BREACH
affected: SSLv3.0 – TLSv1.2
bug: HTTP-compression leaks information
fixed by: disable HTTP-compression

2014-10-14: POODLE
affected: SSLv3.0
bug: CBC vulnerability, padding oracle
fixed by: TLSv1.0

2015-03-03: FREAK
affected: SSLv3.0 - TLSv1.2
bug: RSA parameter downgrading
fixed by: modify SSLCipherSuite, update browser
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Protocol anatomy

SSL/TLS

2015-05-20: weakDH, Logjam
affected: SSLv3.0 - TLSv1.2
bug: Diffie-Hellman parameter downgrading
fixed by: modify SSLCipherSuite, update browser

2016-03-01: DROWN
affected: SSLv2.0
bug: padding oracle, only RSA KeyExchange
fixed by: disable SSLv2.0, modify SSLCipherSuite
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Protocol anatomy

applied block cipher modes of operation: AES-CBC vs. AES-CTR vs. AES-GCM

• KRACK Breaking WPA2 by forcing nonce reuse (2017-10-15)
decrypt and replay messages of WPA2

AES-CCMP Counter Mode with CBC-MAC Protocol
AES-GCMP Galois/Counter Mode Protocol

”When the victim reinstalls the key, associated parameters such as the incremental 

transmit packet number (i.e. nonce) and receive packet number (i.e. replay 

counter) are reset to their initial value. Essentially, to guarantee security, a key 

should only be installed and used once.”
https://www.krackattacks.com
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Thank you!

Áron Szabó

mailto: aron.szabo@egroup.hu


