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Alapfogalmak

Két magyar hackert keres a rend 6rség

ORIGO 2016.08.10.

Eurdpai elfogatéparancs alapjan csalas blintettének megalapozott
gyanUja miatt a Készenléti Rendérség Nemzeti Nyomozo Iroda keresi a
36 éves Halasz Rdbertet és 46 éves Haldsz Ladislavot — olvashat6 a
rendérség honlapjan.

A magyar nemzetiség, szlovak allampolgarsagu testvérpar a jelenlegi
informaciok alapjan szamitégépes virusok és kalézprogramok altal
bejutott a kiszemelt cégek informatikai rendszerébe, majd a szlovak
adohatasag képviselbinek kiadva magukat, fizetésre szélitottak fel
Oket.

Adware, spyware
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Virusok csoportositasa

Fert6zo6tt objektum alapjan:
* Boot szektor: Boot virus
e Futtathatd program: Program virus
* Dokumentum: Makrd virus
* Script program: Script virus
* @ Féreg

Fert6zési mod alapjan:
* Direkt akcio
* Rezidens

[T

Fontosabb trojai csoportok

* Disk wiper

* Keylogger

* Banki jelszolopo

* Spyware, kémprogram
* Backdoor, RAT

* Rootkit

* Ransomware
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Yirus Prevalence Over Time

File wiruses

Az osid okben...

hacro wiruses

Bootwiruses

Early 1990's

1996

Makrovirusok

—
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1995: Concept

» Csak a programokat gondoltak veszélyesnek
Dokumentumokat gyakran cserélnek

Kénnyl programozhatésag

Gyenge védelem, rosszul dokumentalt formatum
» Forraskddban terjed, a dokumentummal egyuitt

» F6leg MS Word és Excel

)

e

DOUBLE-CLICK HERE

I TO OPEN FILE

[ , ’
— A leggyengébb lancszem
[
[—
I ~ - HE|
“*‘_:] Y Calibri (Bady) | = Al T
g ||| B U - oabe x| e —
Paste | b T T : - | | - Paragraph | Styles | Editing g:::mm‘;:‘w;&mm
i J | = &‘ AﬂvllA A | &2 ¥ T st ;n.ﬂh Inhalt aus einer
Cliphoard = Fant i ot e okt ek ponelt
I

und klicken Sie dann auf "Sicherheit!

[hetheror ot to run potentaly nsafe

Words: 0 HEI@E.‘. =1,
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Microsoft Word Intruder adatlap

Zbot [Exploit ____ [Added to MWI |
10% May 2013
Carberp June 2013
_— 28% 10% February 2014
2% May 2014
December 2015
August 2016
March 2017
May 2017

Other

5%

2% Teamviewer
Bandok Swrort HawkEye \ Li 4%
2% 3% 3% 3% 4%

60

50

40

30

20

Fert6zési statisztikak

Infected endpoints

Infected endpoints by country

. \\ ~ D . kL

¢ )

Ukraine/Russia: 53. 7 2 % —— ®  EU/North America: 15 . 81% —— Lgd«”v/
30 200 300 fowes a4 uw w2 v 50780
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lncomparablgs,

https://

https:// Gabor Szappanos

Principal Malware Researcher.

cpasHel

¢opyme K
cnosy, + HMIHACKTIVITY SOPHOS

Banki jelszOlopok

Keylogging

Form data capture

Screen capture

Mini screen capture

Video capture

MiTM bongés® adat lopas
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" Help | Claze [7]

Client number*

> forgotten pagsword?
> ragister onlina?

Login Exit

Gurrent highlights

 We'va mada it even easier in
MetBank. R=ad mars.

 Upgrade your MetBank secunty
with free NetCoda SMS,

For your information...

= MNetBank FAQs, Sacurity
Guarantea, Technical
SUppOrt. ...
Find out more on the NetBank
Cantra

Tarmg & Conditions | Security

/GmwullhBam

Client number*

"

> forgotten passvord?
> ragister onlina?

Tarms & Conditions | Seourity

Phishing

assword*

Exit

Gurrent highlights

= We've made it even sasier in
NetBank. Read mare.

® Upgrade your NetBank secunty
with free NetCods SMS.

For your information...

= NetBank FAQS, Security
Guarantes, Technical
SLPROFL. ..
Find out more an the NatBank
Centra

,GummmullhBam

= L . . .
== Phishing in action
[

From: Google <no-reply@accounts goo
Date: March 19, 2016 at 4:34:30 AM EI
To: john podesta@gmail com

Subject: Someone has your password

Ek
Someone has your passwd
Hi John

Someone just used your password to try to si

=

Google

One accoun

“Stay ngnedin e b

t. All of Google.

i b

a i‘"?""‘ Tunted 5t .
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e Orosz fejlesztés
e Bérelhetd infrastruktura

e Trdffic direction system
(TDS)

e Malware terjesztés v.
dtirdnyitds
e Integrdlt viruskeresék

* Management feliilet,
részletes statisztikak




Traffic Direction System

FITITTITTTTIIVIII

TDS miikodésben

ST

Browser agent
IP cim, feketelista
Operacios rendszer

15/12/2018
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Blackhole exploit kit

| Message | Adobe POF

ge | AdohePDF
P

i — 2

[ =Ty
Reply Reply Forward

. Respond

@ spam
o Mot spam

@ spam
o ot Spam

= = = b R

\ ]

Reply Reply Forward || Delete Move to Create Other
ol Folder - Rule Adions -

Adtions

8 @ | B N () B
| | DyRefated -
Block |3 Not Junk Categorize Follow Mark a5

Senger R Uniesd
Options 5

s Select~
A

)

This message has.
From: ‘The Blectronic Payments Assocd
To: gszappanas@vbuster.hu; gszad

[adimin@bbb.org] Sent: Thu 2/16/2012 11:00 AM.

@
Subject BBE case ID 29548692

Subject: Rejected ACH transadtion

IMessage | [=lnacha_logojpg.

Attention: Owner/Manager =

Here with the Better Business Bureau informs you that we have been filed a complaint (ID 29548692) from a customer of yours related to their

&

The ACH transfer (ID: 733
canceled by the Electronic

dealership with you.
Please open the COMPLAINT REPORT below to obtain more information on this case and let us know of your point of view as soon as possible.
We hope to hear from you very soon.

Sincerely,

Amold Melendez

[Transaction 1D:

i

Reason for rejection

Dispute Counselor
Better Business Bureau

Transaction Report

13450 Sunrise Valley Drive, Suite 100
Hemdon, VA 20171

2011 NACHA - The Electronic Pavment:

Council of Better Business Bureaus
4200 Wilson Blvd. Suite 800

g Arlington. VA 22203-1838
Phone: 1 (703) 276.0100
, Fax:1(703) 525.8277

Start With Trust

7 i
ﬁ > p jies.com.ar/x1 html
- ikuj24.pl/i eBx/index.htm|

Blackhole fert6zési séma

html

Spam e-mail:

. i
http://3d-cam.com/jiQ9VFzm/index.html
‘armovies.com.ar/e2fSCR2G/index.html

Atirdnyitd script :
http://66.165.125.19/1fTeeH

MA/jsjs Atirdnyité script :
http://74.119.235.211/1140Tz
i

Atiranyité script :
http://bragan.net,
EscN/js.js

15/12/2018
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Backdoor

Blackhole payload

Downloader

ZAccess 2%

6%

6%

CTATHCTHKA

34 BECH MEPHOA

60816 xirnl

3 CETOaHA
5809 xuru

BPAYVIEPB |
@ chrome >
@ Firefox >
& msiE >

B Mozilla >
© opera »
L J

Safari >

oc
Ay Windows XP
€ Windaws 7

© Wwindows Vista
22 windows 2003
4R Windows 2000
Limusx

Mac OS
Windaws 98
Windaws NT

Windews 95

BoEeED

Wrindews ME

cTPAHB XH T
O, @i UnitedStates 31874 18314
AB.67W oy cnicamimgionsass a5
32349 xocTi 4869 sarryacy nrosHY
o India 2787 1455
France 1882 1142
24.06% Mexico 1408 1012
2349 xcctn 461 sarpyacn @ nrosmn Spain 1208 s25
Australia 1443 788
Canada 1030 se3
XHTEI  XOCTEl SATEY3KH % - = Thailand 824 555
" — a5 — Seuth Africa oes 548
8911 4999 1013 2020 @ Germany N .
34081 18224 3799 20.85 @ Teals BT SHL

JKCMNOKTDI JATPY3KA 1

ﬁ Java Pack » 8365
@2 POF LIBTIFF » 2014

G POF ALL » 227

W& moac »
W HCP

G FLASH » 77

117

102

%
76,76
1548 @

2.04 @

1.07 @

0.94 @

071 @

W PDF LIBTIFF >

G Java OBE -

& MDAC

PDF ALL »

FLASH

&
& wce -
o

1956
242
ses
189
126

&7
o5
oz
54

XOCTEI | 3ATP¥SKH 5 - =

12.27 @
17.15 @
2579 @
18.03 @
1255 @
20.03 @@
sos @
16 45 @
1275 @
17.50 @
2541 @
1808 @
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17.35 @
1065 @
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2116 @
1044 @
2616 @

3464 @ I
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28 57 @
1933 @
23.97 @

-

%t —Bo
57.92 CE—
22,11 -

sz @

P

117 @

205 @

LEER
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Botnetek

Botnet: hal6zati 6sszekottetésben levd
programok koordinalt halézata

Legalis botnetek: SETI@Home, distributed
SHA cracking

lllegalis botnetek: spambot, DDoS

IIIIIIIIIIIIIIIIIIIIH

Klasszikus botnet

//\

15/12/2018
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E? HTML Help

=

T
B+ ZeuS Control Panel Hide  Back  Pit  Dpions

i P v =
| Information [2] omacerve mponykra Mpitmep:
Bl Comauetie entry “WebFilters™
Logs decoder WeTopia eepouil 18 nor ByayT nucatkcA ece URL coEnapalcwme ¢ 3Tol Mackoi.
= ([ 3anyex SotHeTa “hitp:/iwww.gooale.com/*”
@ HacTpolita GoTa JBnor He GyayT nucateen ece URL coBNagaiowme ¢ 310l Mackon,
@ YCTaHOBKS NAHENW YNPSENeHAA “Ihttp:/*yahoo.com™”
[7] Nogrotaska k sanyery \MOCE OTKPLITHA 3T CTRaHNUE, GYIyT CO3038aTLCA CKPUHWWOTE 8 0GNacTH
= ([ Naens yrpaenems KMMKa NEBOM KHOMKW MWW
= () Pasaenel meria “@http:www.rambler.rul”

end

BoTHeT i KomaHae!
KoHdurypaTo
Q:.JI w x ;pnom:wypawm « [Moapasgen WebFakes - nepeyncnaer CIMCOK Npo3padHsix URL-pegupexToe

(thefik-caliTel), N0APODHOE ONNCAHME 3TOMD PA3AENa HAXOAWTCA 30eCh

" Moapaapen TanGrabber - onpefenaT npaauna ans TAN-rpafitepa,
URL-pepupen Tl (hedin) nogpofHoe oNMcaHne 3TOr0 Pa3dena HaxoanTcA 30ecs
Bief-uHkeRTE

TAN-ThatGen

Moapasnen DnsMap - cnvcok DNS H3MEeHEHNUA, KOTOPLIE HEOBXOAUMO
npouzeecTv B farne %systemn32%\driversietcihosts.
DopmMar aanucu: [IP] [nomex]

IP - Hogblil IP DomeHa.

JIOMEH - MMA [OMEHA ONA KOTOPOra MaMeHASTCA IP. Ecrin AoMeH
HAYMHAETCA C CMBONA T, T 3TOT QOMeH GyOeT ¥ QaneH na danna,
eCTECTEEHHO eCnK oH BYOeT Tam HaigeH. 3HayeHue napameTpa P
WTHOPHUPYETCA W MaxeT GeiTe Niobeim

Mpuumep:

entry "dnsmap”
127.0.0.1 microsoft com
192.168.0.1 google.com
0.0.0.0 lyahoo.com

end

Botnetek vezérlése

B [ Yoo Go fodmels [ teb
G- - D D) oo e 2 0a(c

Leseze

Zeus i: Bots

Remark: in "SHELL COMMAND" do not use symbol *_"

‘"“";"““""’ Remark: hots checks the d each 5 seconds. Send d after this time s left
Brofile: M=
GMT date: 11,03.2009 _Showstats | _Clesr cmdtd
GNT ime: 09i26132
y = URL: LOCAL —— PERSONAL
e DOWNLOAD AND EXEC FILE == FILENAME: = COMMAND: S
Summary
PERSONAL
net: COM
Botnet: SHELL COMMAND COMM ;
— Online bots L
Remate commands STORE SCREENSHOT IN POE =~ PERSONAL S
Loga: Eﬂﬂ R L COMMAND:
— I
= CHANGE URL FOR LOGS St
Bairck udth Hartiplatis COMMAND: Lo
Uploadad filss = famiy, |URL THAT SHOULD BE = P .
o % g7iosf BLOCKED hip COMMAND- Sk
Profiles 52180
Profile &illusion CLEAR HOSTS FILE PECORWSOML; St
7 brian_s
Options = E —
A SRkt ypLOAD FTP: LOCAL - FIP FIP PERSONAL
® ek FILE FILENAME: LOGIN: PASSWORD: COMMAND:
11 your
12 biacks UPLOAD HOSTS FILE:
13 b154bec
14 %p_o0:
15 deskto
16 davie:
17 1_do71
18 micros
15 mircikc
20 amma,
21 freedo
22 pe_fec
23 pen_ot "
o e SRR ID:
25 beattp:
26 client .
27 acer_s
28 abc 67° S
29 skz_fd Dene
i ELTE IT Biztonsag Speci [tP[ &[S Aeecher2 | Advedk

15/12/2018
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= Bot-fert6zések 2015-ben

bout the da

Top ten cities by Top ten countries
total pulation | total bot population

bul, Turkey Turkey
Ankara, Turke Italy
Rome, ltaly Hungary Andorra
Budapest, Hungary Israel
ged, Hungary France Turkey
Spain Latvia
Petah Tiq e United Kingdom Kuwait
drid, Italy Poland Italy

Cyprus

*The proportion of bot infet ompared to the country's overall internet connected

AIDS Information "B‘-’fﬂ"

1. Stst your competer Verson 10

1. laier et Skt ks drive A
3. &b e T3> peompt, type A-TNSTALL
4. Pecas ENTER

Welcome to the int:rﬂq
program designed to
fatal dizeaze AIDS (hcd
information provided t

Here iz lhow the progra Alter Wl
of guestions about you; ehaviour
hiztory. Thew the prog

with the AILE wiruz an

Then it will prowvide yi you can d
risk of future infecti

and history. Finally,

make comments.

Prezs EHTER to

16
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Ransomware: a kezdetek

Complete the IHVUDICE and atfach pe nt [or choice.
ir yo don’t use the printed INUDTC Lhen to refer to the important
refevence numberz below in all cox ondence. In return you will recelue:

- & renéual solftuare package with j=to-Tfallow, complete
an automatic, zelf-inztalling 4

Important referen

B2. The price of a le
: se a b dralt,
‘BORG CORPORATION
Inc v YOUr name,
trey, =ip or postal code Mail your order
w BY=17=44, Panama ¥, Panama.

: ENTER to continage

989/1990 - AIDS IN

1]

nirgetes

2016. aprilis. 09.09:07 - Utolso frissités: 2016. aprilis. 09.09:07 - ITTHON

Zsarol6 virus a veszprémi koérhazban

:ﬁlﬂéi Zsarol6 virus bénitotta meg péntek délelé6tt a veszprémi kérhaz
informatikai rendszerét, szombatra azonban sikeriilt hatastalanitani,

igy helyreallt minden szolgaltatas.

[ Aizniom |
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Petya1.6% Jaff 1.5%
Globeimposter 1.8% Other 1.7%
Locky 3.9%

[T

11.1%

Cerber
44.2%

Egyesillt Kirdlység |81%
Belgium |23%
Németorszég |8%
Hollandia |7%
Franciaorszag [6%
Olaszorszag 6%
szlovénia 3%
Spanyolorszég |2%
Magyarorszdg 2%
Egyéb orszagok [12%

0 5 10 15 20 25 30 35

Ransomware &ltal leginkabb érintett eurdpai orszagok

Ransomware korkép

WannaCry
45.3%

[

B Re:Andrew Deleon Notice - Message (Plain Text)

:EEI|E Edit Wew Insert Format Tools  Actions Help

" E&E&ply|E§Rep\thA\J |L‘$Furﬂard = MEENN S |_: * | e ~

Password
From: Andrew Deleon Dnet-tv.hu]  Sent:  Tue 27/09/2016 08:9
L”’ Enter password to open File
(& i .
Subject:  Re:Andrew Delzon Motice i 'I,run'l,cZIZIs189d5Ele4?]]30.dncx

Cerber ransomware

Attachments: B Notice-e2#9pmSatd1 1p27hk_%17h. v (116 KE) || |

The Paywent will he posted in 20 minutes. Check Ok I [ Cancel ]
hill attached.

Tou need Doc Pwd: binidkz

Andrew Deleon

http://www.ldlogistic.it/kls.doc

15/12/2018
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README

RSA-2048
PUBLIC KEY
e

19



RSA-2048
PUBLIC KEY
WYLX AGRH INLLQA
YM 9$WWQLKA WPOS
RSA-2048
PUBLIC KEY

WYLX AGRH INLLQA
YM 9$WWQLKA WPOS

15/12/2018
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RSA-2048
PUBLIC KEY

WYLX AGRH INLLQA
YM 9$WWQLKA WPOS

AES-128

M@Q

[T

Csak a memoriaban

RSA-2048
PUBLIC KEY

WYLX AGRH INLLQA
YM 9$WWQLKA WPOS
AES-128
M@Q

15/12/2018
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==

==

j——

]

| —

|

——

=

T

— RSA-2048 AES-128 WYLX AGRH INLLQA
— PUBLIC KEY M@Q YM 9SWWQLKA WPOS
B=e="11

|

o ———=——

[—

==

==

j——

]

| —

|

——— Visszakoddolasra

T L,

— RSA-2048 AES-128 WYLX AGRH INLLQA
— PUBLIC KEY M@Q YM 9$WWQLKA WPOS
B=e="11

|

o ———=——

15/12/2018
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Visszakddolasra
nem jo

RSA-2048 AES-128 WYLX AGRH INLLQA
PUBLIC KEY M@Q YM 9$WWQLKA WPOS

AES-128
M@Q

A blin6z6knél van

Visszakoddolasra
nem jo

RSA-2048 WYLX AGRH INLLQA
PUBLIC KEY YM 9$WWQLKA WPOS

[TTTITTITTTTTTTTm

Ezt adjak el
pénzért

15/12/2018
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Miert most?

S G
TR SITO LR s LS
s -
QULLLMLLLLLLLLLLLLLLL. S
9 . 390 PO
4 & %, ST e it
s on K54 Yo i op S g SRR S dERdy
S sh G PR e o T
R i“"éé@f&é%“g‘f%o 3 | Ay

S
Sl
SEER

8 ofEe

5SS

Total Ransomware
1,500,000
1,000,000

2,500,000

I I I I I I I
.
o @ me e as [ e e

= as

[TITTTTITITTITITO
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[rom 2 2 .
Fert6zés mechanizmusa
Attach: |@Labe\ Sample.doc (268 KB)

Dear Sir, HaWkEye
We have purchase request from our Vietnam customer for

2FCL. Please find attached wia below pictures, label sample

and packing.

Please give your best possible quotes CIF Haiphong Port,
Wietnam. Payment terms: 1009 LC at sight

Best regards b *
Operating System Intel Recovery

Ms. Aishwarya Rajuchandran

GEGWIN EXPORTS LIMITED PC Mame: U2
41 &, Space House, 4th Floor,
shmedabad, India.

+{91) (79} 3337 3397

Local Time:

Installed Language: en-US

Net Uersion: 2.8.58727.5428

Operating System Platform: Win32NT

Operating System Version: 6.1.7681.65536

Operating System: Microsoft Windows 7 Ultimate
Internal IP Address: 192.168._

External IP maddress: <a href="ffwhatismyipaddress.com,
style="font-weight:bold;color:#887ccd;font-size:26px;
none ;"> fax
Installed Anti-Virus:
Installed Firewall:

U2 Recoveries

Source: MozillaFirefox

Host: https://accounts._qoogle .com
Username : info@

Password:

Source: WindowsKey
Host: U2\admin
Usernane :

Passuword:

25
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Modus Operandi - kifizetés eltérités

Rendelnék 30 dobozzal ﬁ
— A

=0

Fizess 30,000 pénzt

=) \ Rendelnék 30 dobozzal
d
| \

3 (N
| e
=5 @

Modus Operandi — kifizetes elterites

Aldozat Karosult

-

;9
Fizess 30,000 pénzt
X,
Q

15/12/2018
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De ez veliink nem torténhet meg, ugye?

Infected endpol

ints by country
L

3 5 9 20 30 50 90 100 300

De ez veliink nem torténhet meg, ugye?

/[ Ahackerfeleség naplsja X\ \

C | ® hackerfeleseg.hu

zezy @A feleség hackere: A sztori azért kamu, mert tul

""" nagy a befektetés, a haszonhoz képest.

e megine i el 2
Hatalmas kamu szerintem..

1. ha aki utalja nem néz meg a szamlaszamot, hanem a jél
bevalt szdmlaszamra utalja, (mondjuk sablon alapjan) akkor a
;: partner kapja a pénzt, csak nem tudja miért.

nnak is fel kellett volna

1 Uveghegyen tuli bankba

: nem, akkor nagyon rizikds
n belul lebukik.

| 2. felt(inik az j bankszamlaszam, akkor altaldban hivatalos
formdban ra szoktak kérdezni.. és egybdl kiderll hogy nincs is .. ., e
szamla (s6t.. van ahol hivatalos iratot kérnek a megvaltozott
, szamlaszam miatt)

Széval ha ez valahol mégis megtortént, akkor ott j6 par embert i, visszajon az Utalas.

paros labbal kell kirdgni.

ey e ey ey et e EVEL, Kamuceges szamlat.
= Ennek mind nyoma van. Ha egy szaros parmillas szamla

:= (kiscegnel ekkora?! Nagycegnel nem nezik?) miatt kepes
bortonbe menni, aki ilyen rafkos, az ugye megint santit...

"™ Szerintem inkabb ne told tul a blogolast, vagy trippelj
* hihetobbet.

15/12/2018
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De ez veliink nem torténhet meg, ugye?

# Formanyomtatvany - Outlook Express

s205 aanes megelnitése

Unicode (UTF-8)
Fo) Swerlestés Mook esaivis Fomdtum  Esdnck  Uzenet  Siod

Torés

Q-_‘E‘J ""-_, QE‘W ‘.'
BVokoris o=\

x|[4 8 ¥ Feate

BRecepci Hokel -
{ Kezdoiup | Beids Lap ehendesése Fivakosks_ Leve Ol cem x
L Times NewRoman - (15~ (A" A" J edvencek q
3 mssols Uy B Javasoithelyek v ) Web Siice Gallery = A doshboard - WebRey F
1 o | [FID = 2 0 Rar][27= A S [ oot ek~ )b Sice Gl VUA dashbosrd - WebRep...
vigéisp @ settipus ]
T - e IC E-mail kezel6
e
ADATLAP
EGYSZERUH# |~ Létestéskovetése Egyénisatistiksk Jovards Helyette: - Ujfeldatok 4393 %0 (L @ - &
> —_— ( Vahez nidenkingk )
allals adatak: Qs ) (_wentis ) (_ valas mncenkinck )
e tus e HsR e
Anykorinev Stétusz: Fe al
e Cimett: TS_KINTLEVGSEGKEZELES o ’
el 0 . Feldoigazd Dgyintézs: L
R — priords: Norsl N
1 el Feldolgorss kezdete: 2016.08.02
Momm — Levélsovege: :
ol B Z U & EEEE rosze - X 0B GG Al

Mskavigis e TiSzielt Partnertink! |
A mellékletben talaljak az Onok fele inditott Atutaiasunk részletez ését
Kerjik, hogy amennyiben bamilyen kérdéstk mertl fel az szamiakkal
kapesolatban,
B Ggy kollégainkkal vegyék fel a kapcsolatot jelen email tovabbitas
E1 akovetkezb e-mail cimen
7.
3 hu_perzugy@|
9
o1 I Amennyiben az Aitalunk Kiallitott szamiakkal (bonusz. marketing, stb.)
M1 kapesolatban \an
5N keérdés ik gy ek, Kollégankkal vegyé fel a kapcsolatot jelen e-mail
M ST tovabbitasaal
Hit ~ akovwtk i cimen
15. | | Felszolgdls | 1000 | 1800 | 8 | 3600.- | I

Mi a viruskeresés?

Critical value

Region of non-rejection

Aszjpoteetidke: )
tiitraberyaal AR AN

Region of rejection of H,

[T
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e Clean_0S o malware
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Tobbréteg G vedelem

Application Control
Potencidlisan veszélyes alkalmazasok nem
futhatnak

Anti-Spam
Toémegesen terjesztett e-mailek sziirése

Viruskeres &
Ismert kartevk specifikus, Gj kartevk
generikus felismerése

Tiizfal
Kommunikéciés kisérletek blokkolasa,
kils6 tamadasok sz(irése

IPS
Csomagszint( felismerés

URL sz(irés
Reputécios és feketelista alapl szlirés

Data Loss Prevention

iv informaciok kiszivargasanak
megakadalyozasa
Exploit védelem
Biztonsagi hibak kihasznalasanak
detektélasa

Viselkedésalapu védelem
A futé program altal a rendszerben végzett
miveletek ellenérzése

|i“‘]‘|ii||ii|lil|il||“|“‘|“|li|

Tobbreéteg G védelem

* Terjesztéshez hasznalt levelek blokkolasa

o A letdltési lancban haszndlt weboldalak blokkoldsa

¢ Az exploitokat let6lt6 és futtatd scriptek detektalasa

* Az exploitot tartalmazo letoltott tajlok (SWF, PDF, Java,
HTML) detektdlasa

¢ Alkalmazas exploitalds detektélasa

* A let6ltott Win32 payload detektélasa

o A futtatott Win32 payload detektalasa

* A vezérl6 szerverrel vald kapcsolatfelvétel detektélasa

e Lopott adatok kikuldésének detektélasa

€€«
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Viruskeres 0 tesztek

* Melyik a legjobb viruskeres6?
v Virusfelismerési arany
v'Proaktiv felismerési képesség
v'Memériahasznalat
v'Sebesség
v'Platform lefedettség
v/ Stabilitas

Rossz tesztek

¢ Terjesztéshez hasznalt levelek blokkoldsa

Anti-virus p

o A letoltési lancban hasznalt weboldalak blokkolasa

‘Spend not prop:

(i 4

By Richard Chir * Az exploitokat letoltd és futtato scriptek detektalasa

J

A study released

. * Az exploitot tartalmazo letoltott fajlok (SWF, PDF, Java, HTML) detektaldsa
on the multi-billi

i<

rates are as low

anti-virus spend ¢ Alkalmazas exploitalas detektaldsa

€«

Working in conjul

Technology, the o A letsltott Win32 payload detektaldsa

4

products includi

The test revealed

of anti-virus solu’ o A futtatott Win32 payload detektaldsa

cataloged viruses

following the init o A vezérld szerverrel valé kapcsolatfelvétel detektdldsa

«
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Jo tesztek

Zoom: [60-100% *

Protection against 0-day malware attacks, inclusive of we
[Real

World Testing] Test: | Real-World Protection Test ¥

Year 2016 ¥|  Month:[Oct ¥|  Sort: [by vendor ¥

Detection of a representative st of mahware discovered it
[BV-TEST reference set]

Detection of widespread and prevalent mahware (scoordir

REPAIR  Clesning and repairof 2 maluse-infectad 4
=

Detection of actively
matuare)

Removal of all active components of widespread malware
steaith malware)

Removal of further malicious o
modifications

omponents and remediztic

M"S BCompromised ENeutralize

TECHNOLOGY LABS

please read the complete test reports on our website.

[T

Zarszo

* Naprakész virusvédelem
* Biztonsagi javitasok telepitése
* Say no to social engineering

Office frissitések
e Java frissitések
*Backup!!!

15/12/2018
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