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Models
one-way function vs. two-way function

e one-way function:
one-way function, fixed-length output, avalanche effect

« two-way function:
symmetric or asymmetric

symmetric vs. asymmetric (vs. hybrid)

e symmetric: n
one private key (e.g. derived from password/passphrase)
e asymmetric:
one private key, one public key '
b
y




Models

e asymmetric:

Model anatomy

one private key, one public key

IFP - Integer Factorization Problem
(e.g. RSA)

DLP - Discrete Logarithm Problem
(e.g. DSA)

ECDLP - Elliptic Curve Discrete Logarithm Problem
(e.g. ECDSA)

difficulty and complexity:

class NP-intermediate
(NP-complete is not proven)
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b= 13

q =11
n=p%*q-=7

n = 143

n = 437

p=7 ... (23)
g="7 ... (19)

a =10

h =7

b = 343 mod 17 = &
b = 34 mod 17 = 14
a=7"7 . e

Q=(z2,32) -1

;:TEEES/ 5
III:(I&HH

R=P+Q
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Model anatomy £-croup
Models
Trusted Third Party vs. Web of Trust AR
ety
» CA-hierarchy KEEP
PGP, GPG... CALM

AND

HASH

o SSL/TLS, XML signature, S/MIME, CMS, code signing... YOUR

- PGP, GPG, DNSSEC... PASSWORD

X.509 vs. non-X.509
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LDAP/X.500

CA anatomy

Certificate Authority
CA




CA anatomy

Certificate Authority

Signed data of Subject

e natural/legal attributes
and

* public key.

Signed by Issuer
e private key.

Keystore data can be
o SW (PKCS#12)
or
 HW (HSM, smart card).
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| General | Detais | Certification Path |

Show: | <all= w |
Field Value "
BSignamre algorithm sha256RSA
E.jSignah.u'E hash algorithm sha2sa
E‘JIssuer Test Root CA CN1, TestRRoot ...
= |vaiid from 2018, szeptember 28, 12:04:22
E\I‘alid to 2028, szeptember 27, 12:04:22
[=]subject Test Intermediate CA CN1, Te...
[ Public key RSA (8192 Hits)
5l 5 thiset Ko Tdentifier 55 f1 h& A= 07 £8 7307 Af A7 i

3082040a02820401 0058780 ab2bbfd7bdef43ecf@bcldab A
dd42aaf661cB8T fef25c18eeSTabee 4861 43ddd4 23029
cfeflbasal bB297 4359 4cdB2dB8c 779213672 B 03 42 Thb b8
Th 73088682 cE40b417a62f558c 3038 b2453a 70 ec3cefeld
df 1a 5b 07 €3 2b 57 d9 30 80 fF 354 51 3d 3701 3d 8c 57 90 db 9d
e 87 99 df d8 75 95 d0 40 62 1d 09 3f c2 131 c2 50 b1 383 0e 1710
c344157b4a8a30a058%e 97 dcchleac2afe 06 dc 66 d4 4o el
elcad4584acefedS21ecbcaer 28 f2de ffaB3b4571 cd 0038 o

Edit Properties... Copy to File...

=]

| General | Detais | Certification Path |

Shaows . <Allll>

e |
Field Value
[=] signature algarithm sha256ECDSA
|Z|Signah.|re hash algorithm sha2sa
BIssuer Test Root CA CN2, Test Root ...
=] valid from 2018, oktdber 12, 12:59:38
[E]valid to 2028, cktdber 11, 12:59:38
@Subject Test Intermediate CA CN2, Te...

ECC (521 Bits)

ECDSA_PS521

Edit Properties. .,

Copy to File...

T ]
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architecture and DigiNotar

General | Details | Certification Path [ General | Detais | Certification Path
Certification path
CigiMotar Root CA

Value

shailRSA
shal
info@diginotar.nl, DigiNotar P...
2011, jalius 10, 20:06:30 2011, jalius 10, 20:06:30
2013, jdlius 9. 20:06:30 i 2013, julius 9. 20:06:30
* goodle.com, PKO0O2292000.,, j *,google.com, PKO002292000...
RSA (2048 Bits) i RSA (2048 Bits)
[56] & ithinrity Tifrmatinn Brress (118 thnrity Tnfn Brreee: drr [ A thinrity Tnfinrmatinn Brrees  [11A5thnrih Tnfin Arrees: Arr

“~ioal *.google. com

CM = *.google.com E = info@diginotar.nl
SERIALMUMEER. = PROQ0229200002 CM = DigiMotar Public Ca 2025
L = Mountain View O = DigiNotar

O = Google Inc C =ML View Certificate

C=Us5

Ceriificate status:
is certificate was revoked by its certification authority.

Learn more about certificate details Learn more about certificate details Learn more about certification paths
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architecture and DigiNotar

CA server logging - it
. "CA gerverzs did not log to &8 3eparate secure log zerver. Rll the inwvestigated log
files originated from servers that had been compromised™

- "integrity of bleocks of date within the log filea can be werified u=ing &
gignature [...] Two log files failed the verification by the CA software™

Internet

CA software
- "The product used waz the R3A Certificate Manager (RS&A CM). [...] Qlder wersions
of thi= software are known as BSA Keon.™
* "no link could be established between a certificate and an entry in the log files
ocn the basis of a serial number.”

CA keystore

- "DigiHotar used nCipher netHSM 5003"
"CA gerverzs had accezz to the nCipher netHIM that was alsc located in Secure-net”
"on the Qualified-CA szerver, it appeared that some of the DLLa that were used to
access the netHSM had been modified™

- "private keys were activated in the netHSM using smartcards”

- "log entries were found thet indicated the autcmatic generaticon of a Certificate
Bevocation List (CRL) [...] which can only ccour if a8 private key was active on
the netHSM™

Date Hotes
Z2011-0e-17 "the Maln-web and the Docprooii web =erver were compromised™
2011-077-01 "Iirat scanning activity occurred In Secure-net”
Z011-077-10 "first rogue certificate wes succez=fully created on the Relation-CRA server
[...]0C5F remqueats for rogue certificates started arriving [...] from an
D5L subscribker in Iran”™
2ULL-0T=-27F TFirat OUCSE request at DlgiMotar Ior the rogue wildcard Google certiflcate”
Z01I1-077-28 Tattempt=s were made to wverily the rogue login.yahoo.com certificate by IF
addrez=zes originating from the Izlamic Republic of Iran™
Z011-08-04 "mazaive activity on the OCS5F reaponder Ior a rogue *F.google.com certificate
criginating from the Islamic Bepublic of Iran"
Z011-08-31 "Foogle Chrome bPlacklisted g 1iat of known rogue =2erial numbera™

g/ FOXIT




code review and OpenSSL

CA anatomy

OpenSSL: 2006-09-17 - 2008-05-13 (0.9.8¢c-1 - 0.9.8g-9)

ssleay_rand_add() and process ID (PID): N * 32768 key pairs

who generated the vulnerable key pairs and the PKCS#107?
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E-GROUP

TOUR OF ACCOUNTING

OVER HERE

LJE HAVE OUR
RAMDOM NUMBER
GENERATOR.

www.dilbert.com  scottacams®aol.com

N
b‘}fﬁé

NIME NIMNE
NIME NINE
MINE NINE

i, e

ndica

a7

_af_;‘s]gﬁ 2001 United Feature

THAT'S THE
PROBLEM
LWITH RAMN-
DOMMESS
YOU CAN
NEVER BE
SURE.

SE0OFTWARE & BEYOHD

affected SSL/TLS sites and code signer keys (trusted CAs of Microsoft Windows)



I =)

E-GROUP

SE0OFTWARE & BEYOHD

CA anatomy

code review and OpenSSL

« affected Hungarian sites (trusted Hungarian CA)

* bank (MagNet), server hosting and ISP (GTS), critical infrastructure (MVM)

A

Certificate

e Certificate

e Certificate

General | Details | Certification Path

@ﬁ Certificate Information

This certificate has expired or is not yet valid.

Issued to:  www.netbank.hu

Issued by: Metlock Uzleti {Class B) Tanusitvanykiado

Valid from 2007.08.13. to 2003.08.12.

Install Certificate...| = Issuer Statement

Learn mare about

oK

General | Details | Certification Path

@ﬁ Certificate Information

This certificate has expired or is not yet valid.

Issued to: secure.interware.hu

Issued by: Metlock Uzleti {Class B) Tanusitvanykiado

Valid from 2007.11.12. to 2008.11.11

Install Certificate...| = Issuer Statement

Learn more about E&r

oK

General | Details | Certification Path

@ﬁ Certificate Information

This certificate has expired or is not yet valid.

Issued to: www.mvmpiacter.hu

Issued by: Metlock Uzleti {Class B) Tanusitvanykiado

Valid from 2003.02.20. to 2009.0Z 19

Install Certificate...| = Issuer Statement

oK
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CA anatomy

code review and OpenSSL

« affected Hungarian sites (other trusted CAs)

 mobile operator (Telenor), auction (TeszVesz), webshop (ComputerEmporium)

5a Certificate

5a Certificate

5a Certificate

General | Details | Certification Path

@.ﬂ Certificate Information

This certificate has expired or is not yet valid.

Issued to: *.pannon.hu

Issued by: UTM-USERFirst-Hardware

Valid from 2008.02. 13, to 2009.02.19.

Install Certificate... | | Issuer Statement

Learn mare about £

Ok

General | Details | Certification Path

@.ﬂ Certificate Information

This certificate has expired or is not yet valid.

Issued to:  ssl.teszvesz.hu

Issued by: Thawte Server CA

Valid from 2007.07.12. to 2009.07. 11

Install Certificate... | Issuer Statement

Learn more about Eer

Ok

General | Details | Certification Path

@.ﬂ Certificate Information

This certificate has expired or is not yet valid.

Issued to: www.computeremporium.hu

Issued by: Thawte Premium Server CA

Valid from 20083.04.07. to 2011.04.08.

Install Certificate... | Issuer Statement

Learn more about £2

Ok
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code review and key generation functions

* Infineon RSA library 2017-10-16, 2017-10-30
ROCA (Return of Coppersmith’s Attack)

e sectors
government Estonia (elD), Slovakia (elD), Spain (elD)
bank Poland (Gemalto IDPrime .NET)
other (e.g. Yubico YubiKey 4, TPM in HP, Lenovo laptop)
e devices (e.g. NXP?)
e codes (e.g. BouncyCastle?)
o key sizes (e.g. RSA 3072 bits? ECC?)
» operations (e.g. revoked CA, large CRLs, lack of functionality)
[] Mame i Type Size
ﬂ svkeidaca_2017-10-30.crl Certificate Revocation List 176 KB
ﬂ svkeidaca_2017-10-31.crl Certificate Revocation List 8571 KB
ﬂ svkeidaca_2018-10-16.crl Certificate Revocation List 3 638 KB
ﬂ svkeidsca_2017-10-30.crl Certificate Revocation List 169 EB
ﬂ svkeidsca _2017-10-31.crl Certificate Revocation List 4 559 KB
ﬂ svkeidsca_2018-10-16.crl Certificate Revocation List 4616 KB
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code review and key generation functions

https: asecuritvsite.Cco encrvption/co

D=k *M+ (65537 a mod M)

n = 39

M = 962947420735963927056946215901134429156419130606213075415963491270

k=28

a=3

p = T7T703579365887871416455569727209075433571353044849704884815569739313
g=k * M+ (655372 mod M)

n = 39

M = 9629474207359683927056946215901134429196419130606213075415963491270

k=8

a=1

g = TT703579365887871416455569727209075433571353044849704603327707995697

https://www.mobilefish.com/services rsa key generation/rsa key generation.php

phif{n) = (p - 1) * (g - 1)
phi (n) = l4e6e6e84a6cIbcT6fcd3e57153c4eb8069b4ad17024e38cc40cTcads83421d8d46903b6T7e137£19997b0afcFf43d17967663b7757574900

n=p* g (modulus})
n = 14e6e6e84a6c9bcT6£cd3e57153c4eb8069p4a2417024e38cc40cTcaddad0dec43be06fdbec34bTaadee2c3ealf18171be4031£98934d10561
(decimal: 5934513504653337907094921245185184463535266196572916837209117326597372260345113294292205769215316166034632183687568626766508388015736161)

e = (publicExponent})
e = 10001
{decimal: &5537)

d = e™~1 mod phi (privateExponent})
d = 10764b26687761b991b474684e194bdeaf2491cl12ade05£d75e10£721025d0cck597fdecOcbeff5c98blEff66891114b8c685495£4cTeddalol

p = (primel)

p = 49265d3574cefd04229bfd662a4a46E8611ed0226c665E0aebdde3l
(decimal: 77035793658687671416455569727209075433571353044649704884615569739313)
(n =139, k=28, a=3)

(prime2)

g = 49265d3574cefd04229pfd662a4a46f8611ed0226c655£076ebbde3l

(decimal: 77035793658B87871416455569727209075433571353044849704603327707995697)
(n=239 k=28, a=1)

a

dP = d mod {p - 1) (exponentl)
dP = 2646c39dd2ffb23902760028£942fTbc5T7a647232990854510c3393F1

dQ = d mod (g - 1) (exponent?)
dQ = 2646c9dd2ffb23902760028£942f7bc57a6472329907ces5b00499311

glnv = g*-1 mod p (coefficient)
glnv = 23cTb4c478cld3174522a8362a1536£33b63Talbfc32fef6T7E732Ee0

public key vulnerable generated.txt (base&4 ASN.1)
MFGWDQY JKoZ IhvcHAQEBBQADGWAWGAT SABTMSuhKbIvHbE 0+ VRUSTrgGmOpEcCTS MGMEKSagN&DvgbdvsNLeq3ulD6gk Y Favikhx+ Y k00QVhAgMBAAE=
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code review and key generation functions

| 8 KeyChest - Profile X [ -+ = n
| « - @ D@ httpsi//keychest.net/roca B - @ % | Q Search N O % =
~
ROCA vulnerability summary +
Paste key Fite upload send e-mail GitHub account PGR/GNUPG keyring Offline test
Paste your key
Ifyou can copy your public key into clipboard, you can test it by pasting it to the text bow. Please check the public key is in one of the supported formats as listed
below
~
——BEGIN CERTIFICATE—
vIBAZIIRCS294AWMIAwWDOYIKeZI hveNAQELEQAY
3 w
3Or8 kK Engy2//ByiGsyDE0 52651 GUSHEED hZ tewSdS0KWoTIBWRKb DITIOFWU
blic key {include ASCIl armor "—BEGIN"); example
L
. /decimal / base84 encoded); and
L]
Test kay
; b
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code review and key generation functions

| o KeyChest - Profile « B : - o EN
: &4 KeyChest - Profile X [ + -
= c @ @&
&« c o @ @ https:;//keychest.net/roca B e @ %% Q Seorch In B0 @ =
ROCA Vumerablhty il Error during the key processing, please refresh the page and try again. i
Paste key File upload Res u ltS
Paste your key The key is subject to ROCA, which reduces the security bellow generally acceptable level,
Type | Interpretation
Fingerprint 17882ba01244e5633f2bbebfT42e326d 727320321 0680880d a2d 537007 icl
Issuer < I
Created on Aug 2nd 2016
Expiring on Aug 2nd 2018
|
3v0r31KKENGY B5vD20S265 Bitlength 2048
Supported formats are Test result
Security notice: Keys with the ROCA vulnerability provide significantly lower level of security than expected for RSA keys of the given length.
Addendum: The BSI, German security evaluation agency, has evaluated the strength of RSA keys for impacted cards Atos Card0S 5.0 and concluded that
‘the key langth 3,072 and 3,584 have a security level above 100 bit,, the required security level for qualified signatures. [link to BSI].
td, 20 Bridge St, Cambridge, CB2 1UF, United Kingdom and we read keychest@enigmabridge com m ENIGMA BRIDGE
Terms af Service | Privacy Palic
v




basicConstraints

X.509 anatomy

e

basicConstraints

| General | Detalls | Certification Path |

(5] subject Key Identifier 50 5f6b 19 1F 4306 6b 02 e4 ..,
(55| Authority Key Identifier KeyID=2b b4 ff dc o3 69 5c dd. .
15| cRL Distrbution Paints [1]CRL Distribution Paint: Distr...

R . BasicConstraints ::= SEQUENCE {
Show: | <all> W ch
pat
s +
Field Value o
@Enhanoed Key Usage Client Authentication (1.3.6.1....

[1]Authority Info Access: Acc.
Subject Type=End Entity, Pa
Digital Signature, Non-Repudia. ..

Authority Information Access

[T imberiest alerith chat
Subject Type =End Entity
Path Length Constraint=None
Edit Properties... Copy to File...

Learn more about certificste details

id-ce-basicConatraints CBJECT IDENTIFIER :

E-GROUP

SOFTWARE & BEYTOND

:= { id-ce 19 }

BOOLERN DEFAULT FRLSE,

athlenConstraint INTEGER (0. .MAX) CFTICNAL

File

View Tools Help

=8| Bz

{282,1058) SEQUENCE
"5 (286,13) SEQUENCE
{288,9) OBJECT IDENTIFIER : rsaEncryption :
© L. (299,0) mLL
-l {301,1039) BIT STRING UnusedBits: 0

&85 (306,1034) SEQUENCE
[310,1025) TNTEGER =
! {1339,3) INTEGER : '"65537'
@ (1344,398) CONTEXT SPECIFIC {3)

25 (1348,394) SEQUENCE

B ¥ 1552,12) seqpece)

§¥ (1354,3) OBJECT IDENTIFIER :
A (1359,1) BOOLEAN : 'FE'
=8 (1362,2) OCIET SIRING
: -.ME (1364,0) SEQUENCE
585 (1366,14) SEQUENCE

'1.2.840.113549.1.1.1"

basicConstraints : '2.5.29.197

TO0C4SDEETCAIEFCID0424B5T04E18F40021 FRCE60DI598 970071 8BCEBARFIDFBFC22R46




basicConstraints and Moxie Marlinspike

| General | Details | Certification Path

| General | Details | Certification Path

X.509 anatomy

|,Genefa | Demis_l Certification Path

Info @web-=erver.hu, cn.web-. ..
RSA (3192 Eits)
Client Authentication {1.3.6.1....
4a469des 7283994 aeb...
Auﬂ'rority Key Identifier KeyID=a0 5f6b 19 1f 4306 6...
@]Basic Constraints Subject Type=End Entity, Pat...
Key Usage Digital Signature, Mon-Repudia. ..
E]Th. imhinrint alonrithm chat

@Enhanced Key Usage
{5 subject Key Identifier

E = info@web-server.hu
CM = an.web-server.hu
OU = OU web server

O = 0 web server

C =HU

EditProperties... | | Copy o Fie...

Learn more about certificate details

Show: |<A!>

[=|Public key

Enhanoed Key Usage

{#] subject Key Identifier
Authority Key Identifier

[E= Thymbrring slnnrithm

Value

info@web-server.hu, cn.web-..,

RSA (8192 Bits)

Client Authentication {1.3.6.1....
4a469de5 7233 2 94aTeb...
KeyID=60 5f6b 19 1f 4306 &..,

ject Type=End Entity, Pa

Digital Signature, Mon-Repudia. ..

chai

Subject Type=End Entity
Path Length Constraint=MNone

Learn more about certificate details

EdtProperties... | | Copytofie.. |

Certification path

=

E-GROUP

SOFTWARE & BEYOND

CM root CA

@ ::N end user

-] en.web-server.hu

Ceriificate status:

View Certificate

is certificate does not appear to be valid for the selected purpose.

Learn more about certification paths




X.509 anatomy

subject ,,\0” and Moxie Marlinspike

| General | Details | Certification Path

|=Genaai | De'IBiS.l Certification Path

=

E-GROUP

SOFTWARE & BEYOND

Value
info@ca,hu, CM root CA, OUT..,
2013, december 3. 3:54:35
2018, december 3. 9:54:35
infohaded-domain.hu, *.ha...
RSA (3192 Bits)

Enhaﬁced Key Usage Client Authentication (1.3.6.1....

{5/ 5ubject Key Identifier saffe3i7d 25e5chehalfa...
J5e] A itharity Kew Tdantfifiar KauTN=7h ha ff dr rR £9 & Ad

E = info@hacked-domain.hu

CM = * hacked-domain.hu\0cn. web-server.hu
OU = OU hacked domain

0 = O hacked domain

C =HuU

EdtProperties... | | CopytoFle.. |

Learn more about certificate details

Value
info@ca.hu, CM root CA, OUT..,
2013, december 3. 9:54:35
2018, december 3, 9:54:35
info@hadked-domain.hu, *.ha...
RSA (8192 Bits)
Erhanced Key Lisage Clent Authentication (1.3.6
G| Subject Key Identifier aaffe3?d 35e5chebalfa...
Fee] da it Kinws Tdantifiar KauTN=7h ha ff d- r8 A0 & dd

Client Authentication {1.3.6.1.5.5.7.3.2)
Server Authentication (1.3.6.1.5.5.7.3.1)
Secure Email (1.3.6,1.5.5.7.3.4)

Smart Card Logon {1.3.6,1.4.1,311.20.2,2)
Code Signing (1.3.6.1,5.5.7.3.3)

Time Stamping (1.3.6.1.5.5.7.3.8)

0CSP Signing (1.3.6.1.5.5.7.3.9)

EdtPropertes... | | Copytofie.. |

Learn more about certificate details

Certification path

CN root CA

h * hacked-domain.hu'0cn, web-server.hu

Certificate status:

View Certificate

iz certificate is Ok,

Learn more about certification paths
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MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima

= ASN.1 Editor - Opening File: test-root_bin_msg2_ASN1.crt

CoEN

Eile View Tools Help

fio (0,1492) SEQUENCE

=8 (¢, 956) SEQUENCE]

m-@ (8,3) CONIEXT SPECIFIC (0)

..... {13,9) INTEGER : 'DEADBEEFOODEADBEEE
M-T5 (24,13) SEQUENCE

M-8 (39, 66) SEQUENCE

=-T8 (107,30) SEQUENCE

=-T5 (139, 66) SEQUENCE

-9 (207,546) SEQUENCE

- (757,204) CONIEXT SBECIFIC (3)
964,13) SEQUENCE

IZII---E“

e

Certificate and TBSCertificate

Cercificate t:= SEQUENCE {
thslertificate TBSCertificate,
signatureflgorithm AlgerichmIdentifier,
zignatureValue BIT STRING
}
TBSCertificate = SEQUENCE {
version [0] EXPLICIT Version DEFAULT wvil,
zerialNurber CertificateSerialNumber,
gignature Algeorithmldentifier,
issuer Name ,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
issuserlUniguelIl [1] IMPLICIT Unigueldentifier COFTICHAL,
subjectUnigqueID [2] IMPLICIT Uniqueldentifier CGFTIOHAL,
eXtensicns [3] EXPLICIT Extensicna OPTIOHAL
}
AlgorithmIdentifier ::= SEQUENCE [
algorithm COBJECT IDENTIFIER,
parameters LNY DEFIMED EBY algerithm OPTICNAL

9759,513) BIT STRING UnusedBita: 0 : "850CCST7FD7D93D43AE2E5FTE3B2TD0AC05 779946360 74C345338CFE23095446F8RE6

=)

E-GROUP

SE0OFTWARE & BEYOHD
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SOFTWARE & BEYDIND

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima
e add collision bits to tbsCertificate (bin.txt — bin_msg1.txt + bin_msg2.txt)

e add/copy SEQUENCE, signatureAlgorithm, signatureValue to tbsCertificate

N Command Prompt - B

C:wAROHZWHACK collision>»fastcoll_vi1.0.0.5.exe bin.txt
D% collision generator »wi 5%
by Marc Stevens Chttp:/fwvumr.win.tue.nl/hasheclashs)

Using output filenames: “bin_msgl.txt’ and “bin_msg?_txt”’
lsing prefixfile: “bin.txt”’
Using initial value: 67Fbh46P7cibecefbob?1665aalTlaldes

C:wAROHMWHACK N collision*md5sum.exe bin_msgl.txt
di2ad03chBaf1031042abc078209dA71 *bin_msgl.txt

C:%AROH\HACE‘collision*mdSsum.exe bin_msg?_txt
d82a303chB80f103104%abc078209d071 *bin_msg2 . txt

C:vAROMANHACK vcollisiony_
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Algorithm anatomy

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima

| General | Details | Certification Path

| General | Details | Certification Path

Show: | <all>

Value

V3
de ad be ef 00 de ad be ef
mdSRSA

Show: |<Aﬂ>

Value

Trusted Root of MDS5-collision, ...

RSA (4095 Bits)

Value

Trusted Root of MDS5-collision, ...
RSA (4096 Bits)

Netscape Comment:

Basic Constraints

@ Key Usage
Thumbprint algorithm

md5s : Subject Type=CA, Path Lengt...
Trusted Root of MDES-collision, ... Certificate Signing, OffHine CR...
2012, jolivs 7. 8:07:07 Thumbgprint algorithm shal

2022, julius 7. 8:07:07 Thumbprint 3893 383188f02948e722...
Trueted Bant nf MNS-rallisinn

Subject Type=CA, Path Lengt...
Certificate Signing, OffHine CR...

168194 4d 4435 2d 63 . MD5—c
67 6c6c 65 73 69 61 6e ollision
206268597473 3a007e bitsi~
92 bb d3aScb47 cSef ... G
Tf1573510f059946 1.8Q..F
21524477 cB62db21 “Dw.h!
2239 09a% 256 23 afdc 9..8%.
cibbeldBe B 3c108f n<.

3292383138020 48e7 22286829370 3cBcTh24 1840

W

Edit Properties... | | CopytoFle.., | EdtProperties... | | Copytofie.. |

Learn more about certificate details

EditProperties... | | CopytoFie... |

Learn more about certificate details

Learn more about certificate details
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SOFTWARE & BEYOND

MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima

| General | Details | Certification Path

| General | Details | Certification Path

Show: | <all>

Value

V3

de ad be ef 00 de ad be ef
mdSRSA

mds

Trusted Root of MDES-collision, ...

2012, jolivs 7. 8:07:07
2022, julius 7. 8:07:07
Trueted Bant nf MNS-rallisinn

EdtPropertis... | | CopytoFie.. |

Learn more about certificate details

Show: |<Aﬂ>

Thumbgprint algorithm
Thumbprint

Value

Trusted Root of MDS5-collision, ...

RSA (4095 Bits)

Subject Type=CA, Path Lengt...
Certificate Signing, OffHine CR...

shal

20 1c 28 40 2b 40 77 53 97 81L...

168194 4d 4435 2d 63 . MD5—c
67 6c6c 65 73 69 61 6e ollision
206268597473 3a007e bitsi~
92 bb d3aScb47 cSef ... G
Tf1373510f059946 1.8Q.F
215ecd4 FFcBB2db21 Mw.h!
2239 09a% 256 23 afdc 9..8%.
cibbeldBe fB3c108F n<.

Edit Properties. ..

Learn more about certificate details

Netscape Comment:

Basic Constraints

@ Key Usage
Thumbprint algorithm

Value

Trusted Root of MDS5-collision, ...
RSA (4096 Bits)

Subject Type=CA, Path Lengt...
Certificate Signing, OffHine CR...
shal

20 1c 2840 2b 40 77 59 97 81...

201c 22 402b 40 77 59 57 81 df 94 87 d1 11 13 30 55 4d el

EditProperties... | | CopytoFie... |

Learn more about certificate details
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MD5 collision and Xiaoyun Wang, Marc Stevens, Vlastimil Klima

= ASN.1 Editor - Opening File: test-root_bin_msg2_ASN1.crt =
Eile ¥iew Tools Help

= (3| Blo|o]a] #]x|=
T2 (0,1492) SEQUENCE

2-%2 (4,956) SEQUENCE

; {8,3) CONIEXT SEECIFIC (0)
(13,9) INTEGER : 'DEADBEEFO0DEADBEEF'
{24,13) SEQUENCE

(39, 66) SEQUENCE

{107, 30) SEQUENCE

{139, 68) SEQUENCE

(207, 546) SEQUENCE

{757,204) CONTEXT SPECIFIC (3)

= ASN.1 Ec
Eile ¥iew Tools Help

= H|S| mlo]E] $]x]E]

'E' (0,1432) SEQUENCE -T2 (760,201) SEQUENCE
E'E;." {4,956) SEQUENCE -5 (763,15) SEQUENCE
E-@ (8,3) CONTEXT SBECIFIC (0) =-To (780,14) SEQUENCE
: {13,9) INTESER : 'DERDBEEFQQL 582 (796,165) SEQUENCE
(24,13) SEQUENCE ~.4® (799,9) OBJECT IDENTIFIER : netscape-comment : '2.16.840.1.113730.1.13"
(39, 66) SEQUENCE =8 (810,151) OCTET STRING
(107, 30) SEQUENCE - {813,148) TAS STRING : 'MDS-cnllision bits:~»UeEGAT LsQi|IF! ~DwEn(l' 49@s4 TisEnic i "RO&~QU I-hila
{139, 66) SEQUENCE £1-%F (964,13) SEQUENCE
(207, 546) SEQUENCE ..§W (966,9) OBJECT IDENTIFIER : mdSwithRSAEncryption : '1.2.840.113549.1.1.4'
(757,204) CONTEXT SPECIFIC (3 [ (977,0) woLL
H r
=T (760,201) SEQUENCE | : ., M| (979,513 BIT STRING UnusedBits: 0 : '850CCS7FD7D93D49RA285FTEIB27006C0577994636074C345338CF623095446FARAE:

-9 (763,15) SEQUENCE
m-%§ (780,14) SEQUENCE
=55 (796,165) SEQUENCE

------ &% (799,9) OBJECT IDENTIFIER : netscape-comment : '2.16.840.1.113730.1.13"

=B (810,151) OCIET STRING

...... {813,148) IAS STRING : 'MDS-collision bita:-»U¥EGRT LaQy|iF! ~EwEn(l! 49es# UisEnsci Ria~QU1-hiat
£-T5 (964,13) SEQUENCE

------ € (965,9) OBJECT IDENTIFIER : mdSwithRSEEncryption : "1.2.840.113549.1.1.4"

...... B (277,00 WL
----- I (979,513) BIT STRING UnusedBits: 0 : '850CCS7FD7D93D49A8285FTE3B27D06CO577994636074C345338CF623095446FAREE;
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SOFTWARE & BEYOND

MD5 collision and Flame, WuSetupV.exe

| General | Details |_Cert|ﬁ4zhon;tg

[ General | Details | Certification Path

Certification path

(5] Microsoft Root Authority
g Microsoft Enforced Licensing Intermediate PCA
i.-I=] Microsoft Enforced Licensing Registration Authority CA
T Microsoft LSRA P&

" eE

Yiew Certificate

Certificate status:

is certificate has expired or is not yet valid,

Learn mere about certification paths

md5SRSA
md5

2010, februdr 19, 22:48:39
2012, februar 19, 22:48:39
M5

ROA (N4R Rite)

Microsoft LSRA PA, partners, ...

Edit Properties...,

Learn more about certificate details

Shaow: |<’:AI>

Field Value
|=1|Serial number ih 7e
Signature algorithm mdSRSA
mdS

2010, februdr 19, 22:48:39
2012, februdr 19, 22:48:39

RSA (INAR Ritel

Microsoft LSRA PA, partners, ...

Edit Properties...

Learn more about certificate details
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MD5 collision and Flame, WuSetupV.exe
* Marc Stevens: chosen-prefix collisions

* Alex Sotirov: analysis of Flame certificate

Flame cerfificate Certificate signed by Microsoft
Serial number, validity Serial number, validity
CN=MS ‘ )
+229 Chosen prefix CN=Terminal Services LS
2048-bit RSA key (difference) +259
(271 bytes)
+500
+504 +504
birthday bits .
+512 +512
RSA key (509 bytes?)
4 near collisions blocks
issuerUniquelD data (computed)
+768 +/68
+786
Identical bytes X509 extensions
(copied from signed cert)

+1392 +1392

8
QAIL MDS5 signature MDS5 signature
BITS Y O
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SHA-1 collision and E. A. Grechnikov
o collisions for 75-step reduced SHA-1

e using SHA-2 is recommended

e NIST selected Keccak (2012-10-02) as the basis for SHA-3

- o
Q@ @ http://localhost/collision/indexphp O ~ B & || @ Collisions for 75-step reduc... L e
74 |[c282133a7d1b8e51f42£50e61124561962f8c2f |[d8adb231b3ee98c26dadc351a4a4218d81338aca
75 ||9250b597£77d85324£d5520a8d0fcf9223bel48c [|9250b597§77d85324fd5520a8d0fcf9223bel48¢ |
76 |2021fb9a50ad6c3a031d5760dbfe3£311393a8¢cc |9a4d2b687d7d6Fdaa8684cfb84d08fc252ecle7a |
77 |a5b3b3d32c9c59cd7#715865cabfbas5fec8ecd78  |bdae2499eb3617929d5d92b64f6c146c8 Thddees |
78 |fad57dbad9114c267eb39babTecd2e16277487216 ||21£3531533c2b£2d4b6c8a06ed70054afd9f1071 |
179 |[8082863614ad183099c65805389feed14ccf0826 [[18b5c5eb0deTi6cd63c9145402c0012add493769 |
80 |[7e91244743b36£dbc9c1273b2c2cflef314bdadd [[8366a31cb05717£68b82093de9579c76202£56de]
shal()||[7e91244743b36fdbc9c1273b2c2cflef314bdad4 [|8366a31ch05717f68b82093de9579c76202£56de|

(g

red: SHA-1 collision 1s found
green: final (80-step) value of third-party SHA-1 implementation - shal 80rounds()
black: final (80-step) value of official PHP SHA-1 implementation - shal() ol
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SHA-1 collision and Malicious SHA-1 project
» collisions for 80-step (full) SHA-1 with modified constant words K(t)

. K(t) = [5A827999, 6ED9EBA1, 8F1BBCDC, CA62C1D6]

B Command Prompt

C:wAROHMWHACK N collision™SHA»python.exe shalmod.py
Calculates the SHA-1 sum of a given file (optionally with custom constants)

lsage:
fshalmod.py <filename> [<KD> <K1> <K2> <K3:]
Examples:
.fshalmod.py filel.bin
fshalmod.py filel.bin 5A82799% GED?EBA1 SF1BBCDC CAGZ2C1D6

C:wAROHMWHACK N collision™SHA»python.exe shalmod.py evel.sh SA8277%% GEDYEBA1 BF1BEB
COC CAGZCADG
FCBEZE7BF 18265808 Fa364E80 2BA2%6EBE PCS5B79A

C:wAROHMWHACK N collision™SHA>python.exe shalmod.py eve?.sh S5A8277%% GEDYEBA1 BF1BEB
COC CAGZCIDG
1F3620%2 21356CH8 092122FF 551624a4 D2263892

C:wAROHMWHACK N collision“SHA>python.exe shalmod.py evel.sh SA8277%% SBESBEAGS 57805
$DE S4324A39
PGEDSPBE D4518a27 C30F17DE GFOO37FY BIC3IZSTE

C:wAROHMWHACK N collision“SHA>python.exe shalmod.py eve?.sh SA8277%% SBESBEAGS 57805
$DE S4324A39
PGEDSPBE D4518a27 C30F17DE GFOO37FY BIC3IZSTE

C:VAROMWHACKvcollision™SHA>_
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SHA-1 collision and Marc Stevens, Pierre Karpman, Thomas Peyrin
» collisions for 80-step (full) SHA-1 with modified initialization vectors HO..H4

« HO0..H4 = [506B0178, FF6D1890, 202291FD, 3ADE3871, B2C665EA]

oW

fCDIIisinnstrBﬂ-step SHA-1 X\+

@ & localhost/sha/index.php (& Q, Search ‘ 4 # 'i'z' E Q »

|T4 |a?c8b4?4f? Tb076d1cee28de70b3910ed3001f1e |23 a7/24aee23b3171385255d80d1£5£799%b4a45ct
|? 5 |?2e?4 1c97bdbeel63674efeddf10861326ec8b04 | 17acObed5tbefd50a3c3£7d301celbTd5d0e1b28
|? 6 |6c?94 3bbed955a907ebf01b2617622454491d16 |3 06dbdbb961%8be5ca®19ff2:f0d0032e51d39f
|? 7 |{Jaall}2ccfecﬂﬁ 8c638876781c12b38d21faacftbe |8T[}f? 274a%a6f5ce52dde5bd2395b0bf9b052¢50
|? 8 |5 5123e2fa%6fb34bd875d2abld 796debf44 8487 |c?lﬂh?4de$aﬁﬂ4]23 9535a21cfbfell573208e5f
|? 9 |8 555791db08218f95adbbfb5da6405628e3b4785 |4dhacacb 8f15beb8b616df28dE8d211£d8d5T706f
|31] 54813675e9900e893a4811290c1310a72806f86a |54B 13675e9900e393a431f290c1310a72806f86a
|Sﬂ |54S 13675e9900e893a481£290c1310a72806£86a |54S 13675e9900e893a431£290c1310a72806{36a
|slla]0 |d9eh9Te-cZccfdaddgﬁSSETddZﬂd?Scd?ﬁﬁgd?Bll |2c350f93dacddSb31:3(:03350&114288111{:911?223

red: SHA-1 collision 1s found
green: final (80-step) value of third-party SHA-1 implementation - shal _80rounds()
black: final (80-step) value of official PHP SHA-1 implementation - shal()

W
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SHA-1 forging based on MD5 forging and Thai Duong, Juliano Rizzo
« forging hashes of 80-step (full) SHA-1 with modified initialization vectors HO..H4
o HO..H4 = [67452301, EFCDAB89, 98BADCFE, 10325476, C3D2E1FO0]

* length extension attack: Flickr, Scribd, Vimeo...

transaction parameters (original)

uid=Userl234&txid=12345678&event=moneytransfer&from—Userl1234&to=User8888 &amount=1000

to-be-hashed data (original)

pwd=Pass1234&
uid=Userl234&txid=1234567T8&event=moneytransfer&from=Userl234&to=User8888 &amount=1000

transaction posted parameters (original)

POST /submit.php HTTP/1.1
Host: www.mybank.com
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

uid=Userl234&txid=12345h678&kevent=moneytransfer&from=Userl234&to=User8888 Lamount=1000
L&hash=487f551ef831a9324594f286b32bb7facd281c36
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SHA-1 forging based on MD5 forging and Thai Duong, Juliano Rizzo

* inject data, apply padding, modify initialization vectors, continue hashing

transaction parameters (injected)
&from=Userl234&to=Usert66b&amount=1000
to-be-hashed data (injected)

uid=Userl234&txid=12345678 &kevent=moneytransfer&from=Userl234&to=User8888 &amount=1000
<padding>
&from=Userl234&to=Userb6b66b&amount=1000

transaction posted parameters (injected)

POST /submit.php HTTP/1.1
Host: www.mybank.com
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

uid=Userl234&txid=12345678 kevent=moneytransfer&from=Userl1234&to=User8888 Lamount=1000
<padding>

Efrom=Userl23d&to=UsertbbbLamount=1000
&hash=d79c913e23d22609565e28a0££920250418£9a72
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SHA-1 forging based on MD5 forging and Thai Duong, Juliano Rizzo

. Command Prompt - B

C:wAROH\HACKMcollision“SHA>python.exe shal.py “pwd=Pass1234Ruid=User123t&tx1d=12
34567 8Rkevent=moneytransferf&from=User1234&to=Useri8dd&amount=1000"

sq: FO77603d5061737331323330267569603d55736572313233302670786260434d3132333435363
738266576656 Th3d6d6 et 7970726162 736665722666726F6d3d557365723132333026706F3d5
LT365723838383826616d6F756e703d3130303080000000000000000000000000000000000000000
nooonooooooo00o000308

hl: Dx67452301

C:ZWAROHWHACKE collision“SHA>python.exe shal_len_ext_attack.py 4877551ef831a%alab?
Bf386b32bb7fach?281cib 7 "Efrom=User1?3t&to=UserbbbbBamount=1000"

sq: 2666726T6d3d55736572313233 302670617 3d5573657236363636200616d6T756e703d3130303
nénonoooooooooanooo0000000000D00OD0000DD000000000000530

hl: DxbB7f551e

h1: Dxf831a%?a?l

h2: Dxb524F286

h3: Dxb32bb7fal

hi: Dxch2BicI6l

d79c913e23d22607565e2Ba0f F220250d18F%a72

C:%WAROHWHACKE collision“SHA>python.exe shal.py -xfull J077643d5061737331323330247
LoPehIdSS 36572313 2333026707860603d3132333435363738266576656eT3dbdeToedSTRTOTRE
16e?36665722666726T0d3d557365723132333026 7067 3d557365723838383826616d6F756e703d3
1303030800000000000000000000000000000000000000000000000000000000002082666726F6d3
d557365723132333026706F3d557365723636363626616d6F756e703d31303030500000000000000
foooooooo0000000000000000000000000530

sq: TO77603d5061737331323330267569603d557365723132333026747869603d31323334353463
F38266576650e Th3d6dbfbebS? TR0 1676605722666 7206 F6d3d55 736572313 2333042467461245
L7365723838383826610d6F756e703d3130303050000000000000000000000000000000000000000
Do0oo0o00000000000 20826667 26F6d3d5573657231323 320267067 3d55 7365723636363 6266146d4
fI56e743d313030305000000000000000000000000000000000000000000000000530

hil: Ox&67452301

hi1: DxefcdabB?L

h2: Dx?&badcfel

h3: Dx10325476

ht: OxcId?eiflL

d79c?¥13e23d22609565e28a0f F920250d18F%a72

C:VAROMWHACKvcollision™SHA>_
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SHA-1 collision and Marc Stevens
» collisions for 80-step (full) SHA-1 (shattered.io)
e using SHA-2 is recommended

o NIST selected Keccak (2012-10-02) as the basis for SHA-3

= Administrator: Command Prompt

C-%“AROH\HACBR“collision“SHA-1*openss] dgst -sha25%6 -hex shattered-1.pdf
SHA256(shattered-1.pdfl= 2bb787a73e37352F92383abe7e??02936d105%%ad?f1babdaaa¥clesbect? 7040

C-wAROHMWHACKScollision%SHA-1>openss] dgst -sha256 -hex shattered-2.pdf
SHA2LG6(shattered-2.pdf)= d4bB8775d29bdef7993367d501064dbddaS0d383FEFlaaldabff2elB9babff

Cz%WAROH\HACR%collision"SHA-1*openss] dgst -shal -hex shattered-1_pdf
SHA1(shattered-1.pdf)= 38762cFIf559304b30d17aebatcilcadechbifla

C-wAROHVWHACKScollision%SHA-1>openss] dgst -shal -hex shattered-2.pdf
SHA1(shattered-2_pdfl= 38762cfIf55930b3ad17%aebabcBlcadechbh?fla

C:“AROH\HACBR%collision“SHA-1*openss] dgst -shal -hex shattered-1_padding.pdf
SHA1(shattered-1_padding.pdfl= 3d248373f5eb63555ahla760aBb6d1he?D353688a

C:wAROHMWHACKScollision%SHA-1>openss] dgst -shal -hex shattered-2_padding.pdf
SHA1(shattered-2?_padding.pdf)= 3d24873fhebdbb5%allatbbalbbd] be?03539688a

C:%“AROH\HACBR“collision“SHA-1*openss] dgst -shal -hex shattered-1_padding_Aron.pdf
SHA1(shattered-1_padding_Aron.pdfl= 726d?f4309cBfSacedf?d6?18d3000bE5db0ETT

C-wAROHVWHACK“collision“SHA-1>openss] dgst -shal -hex shattered-2_padding_Aron.pdf
SHA1(shattered-2?_padding_Aron.pdf)= 796d?Ff434%c8fSacedfd6?18d30000E05db0E1T

CowARDHAHACK collision™SHA-1>_
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_Pand q large primes...y spor's algorithm and
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Post-Quantum Cryptography: classical computers and quantum computers

»Imagine that it's fifteen years from now. Somebody announces that he's built a
large quantum computer. RSA is dead. DSA is dead. Elliptic curves, hyperelliptic
curves, class groups, whatever, dead, dead, dead. So users are going to run around
screaming and say 'Oh my God, what do we do? Well, we still have secret-key
cryptography, and we still have some public-key systems. There's hash trees. There's
NTRU. There's McEliece. There's multivariate-quadratic systems.”

http://pqcrypto.org/

OK, but why?
Shor’s algorithm (finding order of a group) and Grover’s algorithm runs faster...

So, now what?
signature: we can wait until real quantum computer is created...
encryption: now it is already too late!

Quantum-Safe Perfect Forward Secrecy (QSPFS)



=)

Algorithm anatomy E-GROUP

pqcrypto

Shor's algorithm

15
a =17

3
1]

SE0OFTWARE & BEYOHD

// to-be-factorized integer
// random number, where "a < n"

Calculate "r" (period/order):

. Il
. "2
. I3
. 74
. "5
. 7B

—
k4
L

o [ T o (Y - IV S [y LS

a“x

mod
mod
mod
mod
mod
mod

mod n = f(x + r) = a*(x + r) mod n

15
15
15
15
15
15

/1 £(1) = £(5)

N R |
L

// period/order
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pqcrypto

Shor's algorithm

Calculate "gcd(a™(r/2) +/- 1, n)" (greatest common divisor):

p = gcd(48, 15) = ?
q = gcd(5@, 15) =
J/Euclidean algorithm:
ecd(48, 15) => 48 = q[@] * 15 + r[0] // q[@] = 3, r[@] = 3
gcd(15, 3) =» 15 = q[1] * 3 + r[1] /f q[l] =5, r[1] = 8
The final non-zero remainder is r[8] = 3
ecd(5@, 15) => 50 = q[@] * 15 + r[0] // q[e] = 3, r[@] =5
gcd(15, 5) =» 15 = q[1] * 5 + r[1] ffaq[l] = 3, r[1] = @
The final non-zero remainder is r[8] = 5
p = gcd(48, 15) = 3 // prime factor of "n = 15"
q = gcd(5@, 15) = 5 // prime factor of "n = 15"
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ETSI: Quantum Safe Cryptography v1.0.0 (2014-10)

»[...] symmetric key algorithms like AES that can be broken faster by a quantum
computer running Grover’s algorithm than by a classical computer. [...] This is to
say that AES-128 is as difficult for a classical computer to break as AES-256 would
be for a quantum computer.”

Table 1 - Comparison of conventional and quantum security levels of some popular ciphers.

Algorithm Key Length Effective Key Strength / Security Level
Conventional Computing Quantum Computing

RSA-1024 1024 bits 80 bits 0 bits
RSA-2048 2048 bits 112 bits 0 bits
ECC-256 256 bits 128 bits 0 bits
ECC-384 384 bits 256 bits 0 bits
AES-128 128 bits 128 bits 64 bits
AES-256 256 bits 256 bits 128 bits

Note : Effective key strength for conventional computing derived from NIST SP 800-57 “Recommendation for Key

Management”
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Post-Quantum Cryptography: classical computers and quantum computers

Hash-based:
* hash functions, HMAC structures are quantum safe
e signature (Lamport, Merkle etc.)

Lattice-based:
» shortest/closest vector problem (Laszlo Lovasz, Miklos Ajtai)
e signature, encryption (GGH, NTRU etc.)

Multivariate equations-based:
» signature (UOV, Oil and Vinegar etc.)

Code-based:

» syndrome decoding problem, error-correcting codes
e signature, encryption (McEliece, Niederreiter etc.)

Symmetric key-based:
e encryption (AES, Twofish etc.)



SSL/TLS

=)
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SE0OFTWARE & BEYOHD

,Websites can use TLS to secure all communications between their servers and web
browsers.” (... and other client softwares)

It builds on the earlier SSL specifications (1994, 1995, 1996) developed by Netscape
Communications for adding the HTTPS protocol to their Navigator web browser.”

version

SSLv1.0
SSLv2.0
SSLv3.0
TLSv1.0
TLSv1.1
TLSv1.2
TLSv1.3

published in published by

unpublished Netscape
1995 Netscape
1996 Netscape
1999 IETF RFC 2246
2006 IETF RFC 4346
2008 IETF RFC 5246
2018 IETF RFC 8446

https://en.wikipedia.org/wiki/Transport_Layer_Security
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SSL/TLS

OpenSSL

cryptographic primitives

CA functions

SSL/TLS protocol

multiple supported platforms
command line interface (CLI)

open source

FIPS 140-2 level 1

SE0OFTWARE & BEYOHD

OpenSSL FIPS Object Module SE
Version 2.0.16
B
OpenSSL Validgtion Services

OpenSSL FIPS 140-2 Security Policy

Version 2.0.16

December 26, 2017
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SSL/TLS

openssl dgst
-sha256 -binary -out test-key.txt test-password.txt
openssl enc
-aes-256-cbc
-e -nosalt -kfile test-key.txt -in test-plain-in.txt -out test-cipher.txt

openssl dgst
-sha256 -binary -out test-key.txt test-password.txt
openssl enc
-aes-256-cbc
-d -nosalt -kfile test-key.txt -in test-cipher.txt -out test-plain-out.txt

4. Administrator: Command Prompt - B

C:wAROHNWHACK N DpenSSL>type test-password.txt
Pass123!

\HHﬂH\HHEH\ﬂpenSSL>tupe test-key.txt
FpE#Ie - Yilds  HLZ B A5
c: xnnuH\Hnnﬁ\npens§L>type test-plain-in.txt
ata

\HHﬂH\HHEH\ﬂpenSSL>tupe test-cipher.txt

e<>u ZRI+Q4 @

G: \HHﬂH\HHEH\EpenSSL>t9pe test-plain-out.txt
data

E.\HHHH\HHEH\HpenSSL>_
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openssl pkcs12

-in test-user.p12 -out test-user.pem -passin pass:1234 -passout pass: 1234
openssl rsa

-in test-user.pem -passin pass:1234 -out test-user-private-plain.key
openssl rsa

-in test-user.pem -passin pass:1234 -out test-user-public-plain.key -pubout
openssl dgst

-sha256 -sign test-user-private-plain.key

-out test-signature.txt test-plain-in.txt
openssl dgst

-sha256 -verify test-user-public-plain.key -signature test-signature.txt

-out test-plain-result.txt test-plain-in.txt

B Administrator: Command Prompt

C:wAROHNWHACK DpenSSL>type test-plain-in-txt

data

C:wAROHNWHACK N DpenSSL>type test-signature. txt

e UCBe=Uwhe lET+3dS: ZBL Narapg tOFD -RESC miis] B0 TMU Bt 046 2 \AELT-TAAGES " C2 T | HsS™ "6 54— Ta#EST] (]9 =0EF i1

E{ iAFk=)¥—:7(o= HIzhﬂEt¢11xcin[-nﬂ>zltﬂsv3eﬂﬂi1Sa'aH eddt $ibh Tal]7i]Edabfe>"CAZ
SWAROHMHACEN\DpenSSLytype test-plain-result.ixi

lerified OK

C:VAROMANHACK\DpenSSL:_
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Protocol anatomy E-GROUP

SSL/TLS
Apache HTTP Server

SSLEngine
SSLCipherSuite
SSLProtocol
SSLCompression
SSLInsecureRenegotiation
SSLCertificateFile
SSLCertificateKeyFile
SSLCACertificateFile
SSLOptions
SSLVerifyClient
SSLVerifyDepth

LoadModule
#LoadModule

SE0OFTWARE & BEYOHD

on (SSL/TLS enabled)

HIGH:!DSS:!3DES (set of permitted algorithms)
+TLSv1.2 (set of permitted protocol versions)

off (compression of SSL/TLS layer)

off (proper management of ClientHello and session)
my-server.crt (SSL/TLS server certificate)
my-server.key (SSL/TLS server private key)
my-server-ca.crt (CA certificate ,,whitelist”)
+StdEnvVars +ExportCertData (handshake parameters)
require (,,client authentication”)

1 (CA certificate chain length)

ssl_module modules/mod_ssl.so
deflate_module modules/mod_deflate.so
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SSL/TLS

- O

e )| @ https://10.20013110/S5LTLS O = X || O Waiting for 10.200.131.10 | | {ir o 63

It Wﬂl‘k Windows Security n

Select a Certificate

Internet Options * IEl

General | Security | Privacy | Content | Connections | Programs Advanced

user2

Settings

lzsuen CM

Walid From: 20131211, to 20181211,

[] Enable Enhanced Frotected Mode™ A
Enable Integrated Windows Authentication™

Enable native ¥MLHTTP support

Enable SmartScreen Filter

[[] Enable strict P3P Validation®

[ usessL 2.0 user
[] use ssL 3.0
[] use LS 1.0 |ssuer TN

[] useTs 1.1

Use TLS 1.2

Warn about certificate address mismatch™

[ warn if changing between secure and not secure mode

Walid From: 2013.12.10. to 2018.12.10.

Warn if POST submittal is redirected to a zone that does n 5 Click here to view certificate
2 B properties

*Takes effect after you restart your computer

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

Cancel

Reset...

‘You should only use this if your browser is in an unusable state,
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openssl s_client
-connect 127.0.0.1:443
-CAfile my-server-ca.crt
-cert my-client.crt
-key my-client.key
-tls1_2

Hew, TLSv1/55Lv3, Cipher 1s ECDHE-RSA-AES256-GCM-SHAZSEL
Server public key is 40%6 bhit
Secure Renegotiation IS supported
Compression: MOHE
Expansion: HOHE
S8L-Session:
Protocol :© TLSw1.2
Cipher : ECOHE-RSA-AES256-GCH-SHA3EL
Session-I0: 31B3BF330ABFCE7ATAAFBECOSF2564372AF5716032B0FOCCECIBEFBE3FAZERLE

Session-ID-ctx:

Master-Key: DEDTE1GBF7766F4DC3B2BF 225435611 CBAE2CEA01134D7C31865FISFDFEBDRTS
BFDGFARTGBZERBTBDB11FGESE21ATPBEE

Kev-Arg : Hone

PSKE identity: Hone

PSE i1dentity hint: Hone

SEP username: Hone

TLS session ticket lifetime hint: 7200 (seconds)

TLS session ticket:
0000 - bf df 5% Je ef b2 6d 84-40 ba 1 &9 a1l da 16 46 R R " TN (T . o

0720 - Sa &4 &6 a1l 3Ff 12 %a ca-ed 84 77 Tc ee &0 31 4b

Start Time: 13868430%6
Timeout : 1200 (sec)
Perify return code: 0 Cok)
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SSL/TLS

openssl s_client
-connect 127.0.0.1:443
-CAfile my-server-ca.crt
-cert my-client.crt
-key my-client.key
-tls1_2

Client Server
ClientHelle = ———————- >
ServerHello
Certificate®

ServerKevExchange®
CertificateRegquest*

L——————— ServerHelloDone
Certificate®
ClientKeyExchange
CertificateVerify*
[ChangeCipherSpec]
Finishe = ——————— =

[ChangeCipherSpec]

L———————— Finished

Application Data L ————— > Lpplication Data

Figure 1. Message flow for a full handshake



SSL/TLS

= TLSvl.2 Record Layer: Handshake Protocol: Client Hello

=)

Protocol anatomy E-GROUP

SE0OFTWARE & BEYOHD

Content Type:

Version: TLS
Length: 132

Handshake (22)
1.2 (0x03203)

F Handshake pProtocol: Client Hello
Handshake Type: Client Hello (1)

Length: 128

Version: TLS 1.2 (0x0303)

= Random

Session ID Length: O
Cipher sSuites Length: 42

H Cipher suites (21 suites)
Compression Methods Length: 1

&3]

Extensions
Extension:
Extension:
Extension:
Extension:
Extension:

EEEHHBEH

struct {

Compression Methods (1 method)

Length: 45
renegotiation_info
elliptic_curves
ec_point_formats
signature_algorithms
SessionTicket TLS

ProtocolVersion client wversion;
Random random;
SessionlD session id;
CipherSuite cipher suites<i..Z271&-2>;
ConpressionMethod compression methods<l..2"B-1>; Certificate®
select (extensions present) {

case false:

struct {}:
case true:

Extension extensions<0..2"16-1>;

¥
} ClientHello:

Client Jerver
ClientHella = -——-——-—- >
ServerHella
Certificate?®
ServerKeyExchange®
CertificateRedquest®
Lm—————— JerverHelloDone
ClientKeyExchange
CertificateVerifvy®
[ChangeCipheripec]
Finished = —===—=——- >
[ChangeCipher3pec]
Cm——————— Finished
Application Data mm————— > Application Data
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SSL/TLS

= TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 53
= Handshake Protocol: Server Hello
Handshake Type: Serwver Hello (2)

Length: 49
version: TLS 1.2 (0x0303)
& Random

Session ID Length: O
Cipher suite: TL5_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
Compression Method: null (0)
Extensions Length: 9
# Extension: renegotiation_info
F Extension: SessionTicket TLS

Client Jerver
ClientHella = -——-——-—- >
! ServerHellao
struct R
Certificate?®
ProtocolVersion server wversion:
Random random: - ServerKeyExchange*
SessioniD ses.;ir:nn id; CertificateRequest?®
CipherSuite cipher suite; o . R JerverHelloDone
CompressionMethod compression method; Certificate
select (extensions present) { ClientKeyExchange
case false: B CertificateVerify®*
struct {}: [ChangeCipherSpec]
case true: Finished = —===—=——- >
Extension extensions<0..2"16-1>; [ChangeCipher3pec]
L {mmmmmmm e Finished
} ServerHello; ipplication Data  <---—--- > ipplication Data



) =]
Protocol anatomy E-GROUP

SE0OFTWARE & BEYOHD

SSL/TLS

= TL5v1.2 Record Layer: Handshake Protocol: Certificate

Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 3292
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 3288
Certificates Length: 3285
= Certificates (3285 bytes)
Certificate Length: 1654
# Certificate (pkcs-9-at-emailaddress=infolcn. hu,id-at-commonName=10.200.131.10
Certificate Length: 1625
# Certificate (pkcs-9-at-emailaddress=infolcn. hu,id-at-commonName=CN,id-at-orga

Client Jerver
ClientHella = -——-——-—- >
ServerHella
Certificate?®
ServerKeyExchange®
CertificateRedquest®
Lm—————— JerverHelloDone
Certificate?®
ClientKeyExchange
CertificateVerifvy®
opague ASH.lCert<l..2"24-1>; [ChangeCipherSpec]
Finished = —===—=——- >
struct { [ChangeCipher3pec]
ASN.1Cert certificate list<0..2724-1%; e Finizshed
} Certificate; Application Data mm————— > Application Data
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SSL/TLS

Handshake Type: Client Key Exchange (1&)
Length: 514
= RSA Encrypted PreMaster Secret
Encrypted PreMaster length: 512
Encrypted PreMaster: b25f8962c048dd691ebal8dldlded?47b67b5211cbB59ded. ..

struct {
select (KeyExchangeRAlgorithm) {

Client Jerver
case dh anon:
ServerDHParams params; ClientHello  ———mmeee .
case dhe dss:
case dhe Tsa: ServerHella
ServerDHParams params; Certificate®
digitally-signed struct { ServerKeyExchange®
opaque client random[32]: CertificateRecquest®
opagque Semrer_randgm[ﬂz]; Lmmm JerverHelloDone
ServerDHParams params: Certificate®
} =2igned params; ClientKeyExchange
case rsa: - CertificateVerifvy®
case dh dss: [ChangeCipher3pec]
case dh_rsa: Finished = ——-————e >
struct {} ; [ChangeCipherSpec]
b P Finished
} JerverKeyExchange; Application Data Cm————— > Application Data
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SSL/TLS

= Handshake Protocol: Certificate Request

Handshake Type: Certificate Request (13)
Length: 122
certificate types count: 3

H Certificate types (3 types)
Signature Hash Algorithms Length: 32

H signature Hash Algorithms (16 algorithms)
Distinguished Names Length: 82

F Distinguished Names (82 bytes)

Client Jerver
ClientHella = -——-——-—- >
ServerHella
Certificate?®
ServerKeyExchange®
CertificateRequest®
Lm—————— JerverHelloDone
Certificate?®
ClientKeyExchange
struct { CertificateVerify®*
ClientCertificateType certificate types<l..2"8-1>; [ChangeCipherSpec]
SignatureidndHashilgorithm Finished = = =  ————m——-— }
supported signature algorithms<2®1e-1>; [ChangelipherSpec]
Distinguishedlame certificate authorities<0..2716-1>; o mm e Finished
} CertificateRequest; Application Data L= x> Application Data
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SSL/TLS

Handshake Type: Serwver Hello Done (14)
Length: O

Client Jerver
ClientHella = -——-——-—- >
ServerHella
Certificate?®
ServerKeyExchange®
CertificateRedquest®
Lm—————— serverHelloDone
Certificate?®
ClientKeyExchange
CertificateVerifvy®
[ChangeCipheripec]
Finished = —===—=——- >
[ChangeCipher3pec]
Cm——————— Finished
struct { } 3JerverHelloDone; Application Data mm————— > Application Data
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SSL/TLS

= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1651
Certificates Length: 1648
= Certificates (1648 bytes)
Certificate Length: 1645
# Certificate (pkcs-9-at-emailaddress=info@cn.hu,id-at-commonName=user

Client Jerver
ClientHella = -——-——-—- >
ServerHella
Certificate?®
ServerKeyExchange®
CertificateRedquest®
Lm—————— JerverHelloDone
Certificate?®
ClientKeyExchange
CertificateVerifvy®
opague ASH.lCert<l..2"24-1>; [ChangeCipherSpec]
Finished = —===—=——- >
struct { [ChangeCipher3pec]
A5§.%Cert certificate list«<0..2724-1%; e Finizshed
} Certificate; Application Data mm————— > Application Data
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SSL/TLS

= Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (16)
Length: 514
= RSA Encrypted PreMaster Secret
Encrypted PreMaster length: 512
Encrypted PreMaster: b25f8962c048dd691ebal8d0dlded?47b67b5211chB59ded. ..

Client Jerver
ClientHella = -——-——-—- >
ServerHella
struct { certificate®
select (KevExchangeAlgorithm) { ~erverKeyExchange*
Ccase rsSa: CertificateRedquest®
EncryptedPreMasterSecret; L=m——————= ZerverHelloDone
case dhe dss: Certificate®
case dhe rsa: ClientEKeyExchange
case dh dss: CertificateVerifvy®
case dh rsa: [ChangeCipheripec]
case dh anon: Finished = =  ———-c———u >
CligntDiffiEHellmanPublic.: [ChangeCipherSpec]
} exchange keys; m——————— Finished
} ClientReyExchange:; Application Data Cm————— > Application Data
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SSL/TLS

= Handshake Protocol: Certificate Verify

Handshake Type: Certificate verify (15)

Length: 516
Client Jerver
ClientHella = -——-——-—- >
ServerHella
Certificate?®
ServerKeyExchange®
CertificateRedquest®
Lm—————— JerverHelloDone
Certificate?®
ClientKeyExchange
CertificateVerifvy®
struct { [ChangeCipherSpec]
digitally-signed struct { Finished = =—===———o >
opaque handshake messages[handshake messages length]: [ChangeCipherSpec]
¥ Cmmm Finished
} CertificateVerify: lpplication Dats  <--—-——— > Application Data
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SSL/TLS

= TL5Sv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

Content Type: Change Cipher Spec (20)
version: TLS 1.2 (0x0303)

Length: 1

Change Cipher Spec Message

Client Jerver
ClientHella = -——-——-—- >
ServerHella
Certificate?®
ServerKeyExchange®
CertificateRedquest®
Lm—————— JerverHelloDone
Certificate?®
ClientKeyExchange
CertificateVerifvy®
[ChangeCipheripec]
Finished = —===—=——= >
struct { [ChangeCipherSpec]
enum { change cipher spec(l), (255) } type: mm—————— Finished
} ChangeCipherSpec: lpplication Dats  <--—-——— > Application Data
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SSL/TLS

= TL5v1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)

Length: B0

Handshake Protocol: Encrypted Handshake Message

Client Server
ClientHello ss=s====3
SJerverHello
Certificate®
ServerKeyExchange®
CertificateRequest®
e m——— ServerHel loDone
Certificate®
struct { CliepLEEyExchaFge
opagque verify data[verify data length]: CertificateVerify*
} Finished: - - - [ChangeCipherSpec]
Finished ————————D
verify data [ChangeCipherSpec]
PRFTmaster_secret, finished label, Hash({handshake messages)) Lmm—————- Finished
[0..werify data length-1]: Application Data o e Application Data
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SSL/TLS

= TL5v1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

Content Type: Change Cipher spec (20)
Version: TLS 1.2 (0x0303)

Length: 1

Change Cipher Spec Message

Client Jerver
ClientHella = -——-——-—- >
ServerHella
Certificate?®
ServerKeyExchange®
CertificateRedquest®
Lm—————— JerverHelloDone
Certificate?®
ClientKeyExchange
CertificateVerifvy®
[ChangeCipheripec]
Finished = —===—=——- >
struct { [ChangeCipherSpec]
enum { change cipher spec(l), (255) } type: mm—————— Finished
} ChangeCipherSpec: lpplication Dats  <--—-——— > Application Data
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SSL/TLS

= TL5v1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)

Length: B0

Handshake Protocol: Encrypted Handshake Message

Client Server
ClientHello ss=s====3
SJerverHello
Certificate®
ServerKeyExchange®
CertificateRequest®
e m——— ServerHel loDone
Certificate®
struct { CliepLEEyExchaFge
opagque verify data[verify data length]: CertificateVerify*
} Finished: - - - [ChangeCipherSpec]
Finished ————————D
verify data [ChangeCipherSpec]
PRFTmaster_secret, finished label, Hash({handshake messages)) Lmm—————- Finished
[0..werify data length-1]: Application Data o e Application Data
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SSL/TLS

= TLSvl.2 Record Layer: application Data Protocol: http

Content Type: Application Data (23)

Version: TLS 1.2 (0x0303)

Length: 512

Encrypted Application Data: e9d7751fd65eb832cd7ef00e72e425bad4223343587a3a86. ..

enum {
change cipher spec(20), alert(2l), handshake (22},
application data(23), (255)

} ContentType:

struct {
ContentType tvype:s
FProtocolVersion version;

uintlé length; Client Server
select (SecurityParameters.cipher type) {
case stream: GenericStreamCipher; ClientHello ey
case block: GenericBlockCipher; gsrverfello
case aead: GenericAEADCipher: certificate®
) TL;Cf;igiizié; Ser?eFﬂeyExchangE‘
CertificateRequest®
struct { {======== JerverHelloDone
opaque IV[SecurityParameters.record iv_length]: Certificate®
block-ciphered =struct { ClientEeyExchange
opaque content [TLSCompressed.lengthl]:; CertificateVerify®
opagque MAC[SecurityParameters.mac length]; [ChangeCipherSpec)
uinté padding[GenericBlockCipher.padding lengthl]; Finished F——
uintf padding length; [ChangeCipherSpec]
e ) G Finished
? GenericBlockCipher: Application Data e Application Data
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2009-11-04: renegotiation attack
affected: SSLv3.0 - TLSv1.2
bug: ClientHello termination is needed
fixed by: IETF RFC 5746
2011-09-23: BEAST
affected: SSLv3.0 - TLSv1.0
bug: CBC vulnerability, padding oracle
fixed by: TLSv1.1
2012-09-13: CRIME
affected: SSLv3.0 - TLSv1.2
bug: TLS-compression leaks information
fixed by: disable TLS-compression
2013-02-04: Lucky 13
affected: SSLv3.0 - TLSv1.2
bug: CBC vulnerability, padding oracle (time-based)
fixed by: modify SSLCipherSuite



SSL/TLS

2013-03-12:

2013-08-01:

2014-10-14:

2015-03-03:

=)

Protocol anatomy E-GROUP

RC4

affected:

bug:
fixed by:

BREACH

affected:

bug:
fixed by:

POODLE

affected:

bug:
fixed by:

FREAK

affected:

bug:
fixed by:

SE0OFTWARE & BEYOHD

SSLv3.0 - TLSv1.2
same messages leak information about the key
enable AES, disable RC4

SSLv3.0 - TLSv1.2
HTTP-compression leaks information
disable HTTP-compression

SSLv3.0
CBC vulnerability, padding oracle
TLSv1.0

SSLv3.0 - TLSv1.2
RSA parameter downgrading
modify SSLCipherSuite, update browser
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SSL/TLS
2015-05-20: weakDH, Logjam

affected: SSLv3.0 - TLSv1.2

bug: Diffie-Hellman parameter downgrading

fixed by: modify SSLCipherSuite, update browser
2016-03-01: DROWN

affected: SSLv2.0

bug: padding oracle, only RSA KeyExchange

fixed by: disable SSLv2.0, modify SSLCipherSuite
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applied block cipher modes of operation: AES-CBC vs. AES-CTR vs. AES-GCM

 KRACK Breaking WPA2 by forcing nonce reuse (2017-10-15)
decrypt and replay messages of WPA2
AES-CCMP Counter Mode with CBC-MAC Protocol
AES-GCMP Galois/Counter Mode Protocol

”When the victim reinstalls the key, associated parameters such as the incremental
transmit packet number (i.e. nonce) and receive packet number (i.e. replay
counter) are reset to their initial value. Essentially, to guarantee security, a key
should only be installed and used once.”

https://www.krackattacks.com

data_plaintext 1.txt
3132333435363738393031323334353631323334353637383930313233343536

data_plaintext 2.txt
6162636465666768696ab6b6cbdbebf786162636465666768696abbbcbdbebf7a

data_plaintext_ 1.txt xor data_plaintext 2.txt
5858505058585050505a5a5e5e5a5a4650585050850585058505a5a5e5e5a5a46

data_ciphertext_1.txt
bd18464ad31fa0703c48dc86bcc757f2c76ea3d954da36c8905a9483ecalsbb

data_ciphertext_2.txt
ed40161a834ff0286c1aB6d8e29d0db4973ef389048a6698c000a31e6098120

data_ciphertext_1.txt xor data_ciphertext_2.txt
50505050560505058505a5a5e5e5a5a465858505850585050505a5a5e5e5a5a46

data_ciphertext_1.txt xor data_ciphertext_2.txt xor data_plaintext 2.txt = data_plaintext 1.txt
3132333435363738393031323334353631323334353637383930313233343536
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Aron Szabo

mailto: aron.szabo®@egroup.hu



