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Tartalomjegyzék

A kriptografiai sérilékenységek (,ethical hacking”)

A kriptografia alkalmazasahoz (fejlesztéshez , lzem  eltetéshez)
alaposabb tudasra van szikség. Ehhez érdemes masok hibait
IS megvizsgalni, hogy tanulni lehessen bel  6lik.
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BLOWFISH (ESD):

MD5S (apache, BSD):

MDS (ESD):

DES (Unix):

MDS (raw):

MDd Craw):

MysQL pre-vd.1:

MySGL

MTLM:

2018.12.03.

Ethical hacking

$2af07%kivhgfslerd. ..ol Bk Ok SI76CHI/RWENSHOMWRDF 3102w

//John the Ripper

APl salt="kiuhgfslerd........... ", password="mypassword"

$aprlfzzzzzzzzfrxlw/Sraroad SkeyzZuly. .
ffD?EﬂSST passwd -aprl -salt string -in input_file.txt
S/pl. salt="zzzzzzzz", password="ahcdl234"

$1l$zzzzzzzzdjwwdebsnor. 0BYMFCGNHD,

/4John the Ripper

/fngenssT passwd -1 -salt string -in input_file.txt
AApl. salt="zzzzzzzz", password="abcdl234"

2ZEHYSCH90VYS

//3ohn the Ripper

ffngenss? passwd -crypt -salt string -in input_file.txt
AApl. salt="zz", password="ahcdl234

e19d5cd5afo378dansfa3feolcrda7at
ffngenssT dgst -md5 -hex input_file.txt
AApl. password="abcdl234"

15c8a6dc3061129d08757abhsT2991689
/fngenssT dgst -mdd -hex input_file.txt
S/pl. password="abcdl1234"

335f5a824b3ba309
SSold_password('abodl234 ')
SApT. password="ahcdl234"

W4 304 7e08dae2bdd FOS77eed d2 3dc0001359df 617
Sfpassword( abcdl234 ')
S/, password="abcdl234"

h3ecienze2az0zchdsdfodlodhssosfef
/4John the Ripper
AP, password="ahcdl234"

ELTE IT Biztonsag Speci

Jelszavak tarolasa, megfejtése

az MD5 elétt
alapértelmezettként DES
algoritmust hasznaltak, az
OpenBSD pedig képes
Blowfish algoritmussal kodolva
is tarolni a jelszavakat

a John the Ripper ,dictionary
attack ” és ,, brute force ”
tamadas esetén is figyelembe
veszi a ,, salt” értekeket es
kezeli a Blowfish algoritmust is

a Gl John (GRID Implemented
John elosztott jelsz6torés)

a Ravan (AndLabs HTML5
GRID jelszotorés) =5
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salt
COsT

salt
COsT

2 bytes
22 hytes
31 hbytes

with MUL
60 hbytes

2 bytes
22 hytes
31 hbytes

BLOWFISH (ESD)

without MUL
59 bytes

$2% + 2 bytes + § + 22 hytes + 31 hytes

$2% + 2 bgtes + % + 22 bytes
e

2 bytes

tween 04 and 120

24cost number of rounds

bhasefd (128 hits
hasetd4 (184 hits

§2af + 2 bytes + § + 22 bytes + 31 bytes

16 hbytes salt)
23 bytes data)

$2a% + 2 bytes + § + 22 bytes
2 bytes (between 04 and 12)
24cost number of rounds

bhasefd (128 hits
hasetd4 (184 hits

MDS Capache, BSD)

16 hbytes salt)
23 bytes data)

Apache variant of the B5D algorithm (OpenssL)

37 hbytes

salt

8 bytes
22 bhytes

MDS (ESD)

faprl$ + 8 bytes + § + 22 bytes

faprly + 8 b
haseg4( 48 b¥€s
bhasefd (128 hits

es + %

& bytes salt)
16 hbytes data)

MDS5 hased BSD password algorithm (openssL)

34 bhytes

zalt

8 hytes
22 hytes

2018.12.03.

$1% + & bytes +
§1% + 8 hytes +
bhasedd{ 48 hits
hase64(128 bits

N1 e

+ 22 hytes

6 hytes salt)
16 bytes data)

DES (Unix)
standard
13 hytes
salt
11 bytes

MDS (raw)
32 hbytes

M4 (raw)
32 bhytes

MySOL

MysaL X,

16 hytes

MySQL v,

41 hytes
40 bytes

MTLM

14 hytes
14 bytes
Cipher#l
Cipher#z
16 bytes
32 bhytes
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Unix password algorithm

nnE

2 hytes + 11 hytes
2 bytes

bhazedd( 64 bits = § bytes data)

hex{128 hits = 16 hytes)
hex(128 hits = 16 hytes)
< wd.l

hex{ 64 hits = & hytes)
¥ + 40 hytes

hex{160 hits = 20 bytes)

UpEerCasePasswurd(pazzwurdj + b bytes of 0
7 bytes (DES#1) + 7 bytes (DES#2)
DES#L{ "KGS ! a#d%"

DES#2( "KGS ! a#d%")

cipher#l + cipher#:

hex(128 hits = 16 hytes)

=]
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Ethical hacking

A\WINDOWS\system32\cmd.exe

Jelszavak torése

F:\John>john—mmx.exe —wordlist=hungarian.dic —format=DES passwd_DES._t
%gaded 26 password hazhes with Z2b different zalts (Traditional DES [64/64 BS HHX

iguesses: B time: A:0@:88:8@ 18Ax c/s: 559348 trying: =solt 8

a John the Ripper segitsegével szotar
(,dictionary”, ,wordlist”) alapjan

F:\John>john—mmx.exe —wordlist=english.dic —format=DES paszswd_ DES._txt
%gaded 26 password hashes with Zb ditterent salts (Iraditional DES [64-64 BS HHX

Cuserd)

{userd)
(u“914)

jol kell megvalasztani a
szogy djtemeényt (magyar, angol?)

Cuserls)

\WINDOWS\system32\cmd.exe Eu»e ri6)

F:~John>john—-mmx.exe —wordlist=hungarian.dic —format=MD5 passwd_MD5H.txt
Loaded 26 password h es with Zb ditfterent salts (FreeBSD MDS [32/32D)
guesses: B time: B:08:01:40 188x cr/s: 4635 trying:

r24)
queszes: 21 time: B:@A:B@:@5 18@x crs/s: 570822 trying: zymosthe — zythum

F:“John>john—mmx.exe —wordlist=englicsh.dic —format=MD5 pazswd MD5._txt
Loaded 26 vagssword hashes with 26 different salts (FreeBSD MDS [32/321)
code Cuser2?

devil (userd?

Ruany Cuserss a 26 jelsz6 lenyomatbdl 21 volt térhet 6
qogo 3 , . .,
szotar alapjan

{usepr
(Uo8113)

Coents) DES: 00:05 [min:sec]

(userlb)

MD5: 15:48 [min:sec]

;Lulasses: T Eine s DebA:15:48 1007 c/c: 4568 trying: zythun Rainbow table (,,Salt” ellen nem Jé)

F:~John>_
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e C:AWINDOWS\system32\cmd. exe

F:“John>john—mnx.exe —incremental=all —format=DES passwd_DES.txt

(userl2)
Cuserl?)
Cuserd)

Cuserlh)
Cuser22)
(user23d)
Cuserd)

seszion aborted

F:“John>john—nmnx.exe —incremental=all —format=MD5 passwd_MDL . txt
metal Cuserld)

guesses: 1 time: B:BH:BB:30 crs:- 3979 trying: moodlan

session aborted

F:~John>
Jelszavak torése

a John the Ripper segitsegével ,brute-force” alapjan

2009-07-08: IGHASHGPU (lvan Golubev)
ATl Radeon HD4850 : 955 M/s MD5, 305 M/s SHA-1

nVidia GeForce GTX 260 192SP : 533 M/s MD5, 166 M/s SHA-1
ATl Radeon 5970 : Oracle DES/SHA-1 jelszo (csak kisbet

8 karakter: DES - 10 ¢ra SHA-1 — 4,6 perc
10 karakter: DES — 283 nap SHA-1 -2 nap
2018.12.03. ELTE IT Biztonsag Speci

Loaded 26 password hashes with 26 different zalts (Traditional DES [64-/64 BS MME

guesses: ¢ time: WIWWIWW:30 crs: 275933 trying: muccol - miza%8

Loaded 26 password hashes with Z6 different salts (FreeBSD MD: [32/321)

Gk — 26)

Ethical hacking

# Incremental modes
[Incremental:all]
File = $J10HN/a11. chr
MinLen = 0

MaxLen = &

CharCount = 95

[Incremental:alpha)
File = $30HN/a1pha. chr
MinLen = 1

MaxLen = 8

CharCount = 26

[Incremental:Digits]
File = $10HN/ digits. chr
MinLen = 1

MaxLen = 8

CharCount = 10

[Incremental :alnum]
File = $J0HN/ aTnum. chr
MinLen = 1

MaxLen = 8

CharCount = 36

[Incremental:Lanman]
File = $30HN/Tanman. chr
MinLen = 0

MaxLen = 7

CharCount = A%

= |
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ATI Radeon HD 69XX series (VLIW4)

Ethical hacking

Peak perf [Single Single MS Office |, .. . SL2
GPU MName ffj’;"u i'::k with MD3 SHA1 2007 ':r';‘;'f’r""EE ':”:;’zd unlock  |Price E;‘r?ler .
integers [speed speed speed F F time pert p
Radeon HD 6920 1280 750 960,00 |3887M |1000M |19048 |475715 |58115 |9d 11h |£1S0 5.56
Radeon HD 6950 1408 800 112640 |4560M [1173M |22349 |558172 [6S188 |8d 1h £245 4,79
Radeon HD 6970 1526 880 1351,68 |5472M [1408M |26819 |669806 [81825 |6d 17h |£360 2,91
Radeon HD 6990 2072 830 254976 |10323M |2656M |S0590 |1263498 |154352 |3d 1Zh  |£700 2,79
AMD Radeon HD GCN series
Peak perf |Single Single MS Office |, . . SL=
GPU Name EE’::CLU i'::k with MDS SHA1 2007 -:r.;ip,r,qu ':”:;’ld unlock  |Price E:?ler .
integers |speed speed spead F F time per P
Radeon RS 230 2560 947 2424,32 |3815M |2525M  |48102 |1201338 |146753 |3d iTh |$393 6.33
Radeon RS 250% 2816 1000 281600 |1i40iM |2333M |55373  |i335430 [i704s3 [3dSh £549 5.34
Radeon RS 235%2 5632 1018 5733.38 |23212M |5972M |113757 |2841095 |347075 |id 14h |$1433 |3.98
nVidia GeForce G80-2XX series (SM 1.0-1.3)
Peak perf. [Single Single MS Office |, . . SL=
GPU Name fﬁﬂ‘“ i'::k with MD3 SHA1 2007 ':r';i'f’r""EE ':”::'E‘d unlock  |Price 5;’;‘1Er .
integers |speed speed spead F F time perp
Tesla 51070 400 360 1296 1244,16 |[3027M |915M 17425 |435195 |S53165 |12d 15h [$=000 (0011
Tesla 51070 500 360 1440 1382.40 |3364M |1016M |19361 [483550 [S9072 |1idsh |sso00 0.1
nVidia GF100 series (SM 2.0/Fermi)
Peak perf [Single Single MS Office |, . . SL2
GPU Name ffj’;"u i'::k with MDS SHAL (2007 :r';‘i'f’r""EE :rr-;id unlock  |Price E;‘r?ler .
integers [speed speed speed R R time pert p
GeForce GTX590 1024 1215 1244,16 |3363M |[1054M |20082 501581 |s1274 |10d 23h |$699 1.51
Tesla 52050 1792 1150 2060,80 |5570M [1746M |33266 |S30808 |101494 |sd 15h |£14000 |0.12
lvan Golubev
. http://www.golubev.com/gpuest.ntm (from archive)

2018.12.03.
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Ethical hacking

[TRETY P Driver &02.11 Bus interface WEP | WPA | WPA2 | Monitor mode
Software eszkozok: —

. . ac] wx g 802 A1k, 80211y P, Mini PCL PC card, USB Yes (s (s Yes
kismet, aircrack-ng, ey , S B 2
Netstum bler athak & 802114, 80211k, 80211y Pl Mini PCL PC card E Yes ez ez

athdk @ 80211a, 80211k, 802.11g, 502110 P, Mini P, AHE Yes | es Yes Yes

L hd3 @ &02.11b, 802.11g P, Mini PCI, 7 Yes | es Yes Yes

Hardware eSZkOZOk homd 3 d 0211k, 802114 P Wlini PCL PC card, Cardbus Yes Yes Yes Yes

driver tEDUSétC’)I fugg hostap & 80211k PCI, Mini PCL, PC card ves  vesl¥l  vesl Yes

i 21 001 80211k himi PCI Yes Yes » Yes

. d i 2200 & 02114, 80211k, 802.11g hdini PC1 Yes Yes Yes Yes

pr0m|SCUOUS mode i 2200-ap & &02.11h, 80211g Wini PCI 7 7 7 Yes

nemcsak a keretek (fram e), ipw3845 @ 802.11a, 50211k, 802.11g Mini PCI, PCI Express Mini Card | Yes  Yes | Yes Yes

hanem a teIJeS Csomag izkzm g ? Pl USE Mo Mo Mo 7

s . innlifi B G02.11a, 80211k, 502.11g hini PCL PCI Express Mini Card Yes Yes Yes Yes
feldolgozasra kerll, azaz a .

i o libertas @& &02.11b, 802.11g UsH, CF 7 7 7 7
CI mzett MAC CI met OI Machifi g 02 11a, 802110, 802.11qg P Wlini PCIL PC card Yes Yes Yes Yes
fu g g et| end | min d en orinoco & 80211k Mini PCI, PC card ves  vesB g Ves

7 7 7 54 &02.11h, 802.11 Mini PCI, Cardbuz, USE ) ) W W
forgalmat lat vezetékes és g ’ T = =
, , e S, L, prizmad @ 0211k, 802114 Pl Yes (la] 7 Yes
VezeteknelkU“ halozatOknal 12200 g G021k, 80211 PCl, bini P USE Yes | Yes ] ? Yes
iS az eSZk('jZ’ de Csak ha rtlE180 & 802114, 80211k, 802114 Pl Wini PCI, PC card 7 7 7 7
CsatlakOZOtt (pl adOtt SSI D_ rl-swifi @ &02.11a, 80211k, 802.11g PCI, Mini PCL PC card Yes  es 7 7
L. ’ 7ol 201 @ 80241k LUSE ves  Nol®l gl Yes
hoz tartozo Osszes forgalom) zd1 211 & 02 11a, 80211k, 802.11qg UsE Yes Yes Yes Yes
zd1 211wy @ 0211k, 802114 LsHE Yes Yes Yes Yes

monitor mode (RFMON) : =]
20csatlakozas (association) ELTE IT Biztonsag Speci = G 8
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Fle Edit wWiew Terminal Tabs Help

This 15 aircrack-ptw 1.0.0

/

allocating a new table

bssid = 00:30:4F:3F:D5:EB keyindex=0

stats for bssid 00:30:4F:3F:DS:EB  keyindex=0 packets=531765
Found key with len 13: 6E 61 67 79 6F 6E 75 67 79 65 73 21 21

root@ubuntu: /home/ubuntu/aircrack-ptw-1.0.0# . /aircrack-ptw crack-01.cap

For more informations see http://www.cdc.informatik.tu-darmstadt.de/aircrack-ptw

root@ubuntu: fhome/ubuntu/aircrack-ptw- 1.0, 0%

Jelszavak torése

WEP-kulcs torése:
- aireplay
(kezdeti forgalom generalasahoz ,deauthentication”)
(felhasznalo altal elktldott ,,ARP request”
csomagok visszajatszasa)
- airodump
(IV-k — ,initialization vector” — gy  (jtése, tarolasa),
- aircrack

(40/104 bites RC4 kulcs kitalalasa + 24 bit 1V)
2018.12.03. ELTE IT Biztonsag Speci
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root@ubuntu: fhomefubuntufaircrack-ptw-1.0.0

D

'SAY "HIl" BEFORE '
_ ASKING!

What's the WiFi /

N

E-GROUP 2
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Ethical hacking

Torténet

- 2008-11-08: Martin Beck, Erik Tews (12-15 perc)

- 2009-08-27: Toshihiro Ohigashi, Masakatu Morii (1-4 perc)
WPA TKIP

- WEP tovabbfejlesztése

- RC4 szimmetrikus algoritmus

- Michael algoritmusos Message Integrity Check (MIC) a CRC32 helyett

- TKIP Sequence Counter (TSC) szamlal6 a visszajatszas o0s tamadasok ellen

- IV is ellen 6rzésre kertl, nemcsak a ellen 6rz6-0sszeg

Tamadas

- WEP ellen hasznalt ,chopchop” atirasa

- MIC kulcs megfejtése kis csomagnal  (pl. ARP)

- ha ,nyilt szbveg — rejtjelezett széveq” ismert, RC4 keystream is ismert

- ARP lzenetek kikuldése a kommunikal6 feleknek (man  -in-the-middle)

Megoldas

- A gyakoribb TKIP kulcsfrissités sem elegend 6, mindenképpen CCMP
(AES az IETF RFC 3610 alapjan) hasznalata ajanlott!

Alkalmazas

- tkiptun-ng (forras: http://www.aircrack-ng.org)

=
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Ethical hacking

B CAWINDOWS\system32icmd.exe .o ﬂ
Aircrack-ng B.9.1
:AA1 @ keys tested (B.060 ks/z)

KEY FOUMND?® [

Master Key i 3=t BTty

e e e e S T

NS Ed T A TYA T A dn T

Transcient Key :

res W oA afE arar

EAPOL HMAC E LI ;-ﬂictiunary.lst sniffed.cap
Opening sniffed.cap

flead 144876 packets.
# BSEID ESSID Encryption

y i @A:14:85:D1:13:A3 GIGABYTE YPA <1 handshake)
Jelszavak torése 5 BA:13:F7:65:36:88 xbrha WPA (@ handshake)

SADHIWSTOOLS_UTILSSAircrackraircrack—n

Index number of target network 7 1_
WPAZ2-kulcs torése:
aireplay
(,LARP request’” csomagok),
airodump
(legalabb 1 ,handshake”),
aircrack

(csak szétar alapjan) 8
E-GROLP
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Ethical hacking

Fle Yiew Configure Tools Hslp Fle Yiew Configure Tools Hslp Fle Wew Configure Tooks Help

APR-IMAPS (0}
APR-LDAPS (0)

WNC (D)
TS (0)
NS (D)

=]

) aPR-POP3S (1)

E]

E]
SMTP (0
NNTP (0}
DCEfRPC {0)
MsKerbS-Prefuth (1)
Radius-keys {0)

|4

Radlus Users (0)

<] I

e N e ] L
= Hosts |@ aer [ Rouing [ Passwords [ g volP | | Hosts |igw) APR |4 Routng |\ Passwords [ vole

APR-IMAPS (0)
APR-LDAPS (0)

=]
5 APR-POR3S (D)
g
=]

06/10/2006 - 16
06/10/2006 - 16
06/10/2005 - 16:23:
06/10/2006 - 16
06/10/2006 - 16
06/10/2008 - 16:23:30
06/10/2006 - 16
06/10/2006 - 17
06/10/2005 - 17:02:
06/10/2006 - 17

06/10/2005 - 17:06:
06/10/2008 - 17:06:26

<]

06 10/2008 - 16:23:30
06 10/2008 - 16:23:17
06 10/2008 - 16:23:26
06 10/2008 - 16:23:30
06 10/2008 - 16:26:13
06/ 10/2008 - 16:24:01
06/ 10/2008 - 16:24:01
06/ 10/2008 - 17:02:37
06/ 10/2008 - 17:02:50
06/ 10/2008 - 17:02:50

06/ 10/2008 - 17:08:50
06/ 10/2008 - 17:08:50

Reset by client
Reset by client
Reset by client
Reset by client
Reset by server
Reset by client
Reset by client
Closed by client
Closed by client
Closed by client

#iom 06/10/2006 - 17 06/10/2006 - 17:03:04 Closed by client
pd ]KE,PSK o 06/10/2006 - 17 06/10/2005 - 17:03:21 Reset by client
MySCL (D) 06/10/2006 - 17 06/10/2005 - 17:03:21 Reset by client
% 06/10/2006 - 17 06/10/2008 - 17:03:27 Closed by client
SHHP (D) 06/10/2005 - 17 06102005 - 17:03:55 Closed by client
& 5P 06/10/2006 - 17 06/10/2008 - 17:05:29 Closed by client
<% GREJPPP (0} 06/ 10/200 - 17 06/ 10200 - 17:07:40 Reset by server
< PPPGE (0} 06/10/2006 - 17 06/10/2008 - 17:07:40 Resst by ssrver

Resst by ssrver
Resst by ssrver

— — o o
JJE ®:z»aazze:wﬂ+@|\s.ﬁmﬂiﬂalﬂi‘@:n»uazzzcwﬂ+®|\s.ﬁmmE‘Hﬁ @gv.u:szw.w|ﬂ+@\l|NEM =N = \0?\11‘
[& Decoders | @ network |8 snffer [of cracker |R Trac[@@, Decoders | @ Network |B Snffer |of cracker | Traceroute W | Decoders | @ network [ sniffer [of Cracker |48 Traceroute [N coou [7 wireless |
[ AR Certificate file Passwords HTTP server & arr | Started | Closed | HTTPS server | Client | Status | Filename
APR-Cert (1) Prosaram BlesCanzertaif ke, FTP (0) APR-Cert (1) D6/ 10/2008 - 16:21123 | OG/10/2008 - 1621123 Closed by clert
2, PR-DINS HITP (11) 2 WPR-DNS 06/10/2008 - 16 06/10/2008 - 16:21:37 Closed by cliert
B APR-SSH-1 (D) 50 map () B APR-55H-1 (1) 06/10/2008 - 16 06/10/2008 - 16:21:3% Closed by clert
By APR-HTTPS (25 AP () B APRHTTES (28) 06/10/2008 - 16 06/10/2008 - 16:24:17 Reesek by server HTTPS-20081061421 3970334964
‘ 06/10/2008 - 16 06/10/2008 - 16:22:100 Resek by clert HTTPS-2008106142140156-34965.
i ;
B arm-Roe (o) ?g POPS (0) = igi E?:S(DD) 06/10/2008 - 16 06/10/2008 - 16:21145 Couldn't accept S5L connection From. .
APR-FTPS (0) b SMB (1) -FTPS (0) 06,/10/200 - 16 06102006 - 16:22:10 Reset by client HTTPS5-200810614229937-34990, b
B Telnet (0) 06/10/2008 - 16 06/10/2008 - 16:24:17 Resek by server HTTPS-2008106142210265-34951

HTTRS-2008106142258343-34992
HTTRS-200810614231767 1-34994,
HTTRS-2008106142325167-34995.
HTTRS-2008106142326734-34996.
HTTRS-2008106142330421-34997
HTTRS-2008106142330921-34998
HTTRS-200810614241140-35000, kx

HTTRS-20081061534609-35106, kxt
HTTRS-200810615345890-35107  kxt

HTTRS-200810615529640-35122 kxl
HTTRS-200810615529628-35123 kx
HTTRS-200810615626390-35124 kxl
HTTRS-200810615626612-35125 kx

S APR-HTTPS |

=) tosts | aer [ Routing [ Passwords

[& vor

Lost packets: 0% hittp: ffuwnw. oxid. it

Jelszavak megszerzése

Lost packets:

Cain&Abel (Windows), ettercap (Linux)

0%

- Man-in-the-Middle tamadas HTTP/HTTPS(SSL/TLS)/SSH kapcsolatoknal is

sniffer aktivalasa

alhalozaton host-ok felderitése

ARP poisoning elinditasa

elcsipett csomagok elemzése

- kizarélag megbizhaté SSL/TLS szerver

- ARP poisoning nélkul SSL/TLS:

2018.12.03.

tandsitvanyt szabad elfogadni

Fiddler2 , chrome://net-internals E
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Ethical hacking

kodvizsgalat és OpenSSL
e OpenSSL: 2012-03-14 - 2014-04-07 (1.0.1 - 1.0.1g)

e |ETF RFC 6520 Heartbeat Extension of TLS: OpenSSL bug (memory leak)
« a Heartbeat Extension engedélyezve van?

 a titkos kulcsot HSM tarolja a memoria helyett?

HEARTBLEED MUST | I MEAN, THIS BUG ISNT | IT'S NOT JUST KEYS. WELL, THE. ATTACK 15
BE THE \JORST WER JUSI'BF{JKENIEHCRYPHON. IT'S TRAFRC DATA. UMTED TO DATA SIDRED

SECURITY' LAPSE EVER. EMAILS. PASSWORDS. | | IN COMPUTER MEMORY.
WORST 50 FAR. m%m EROTIC FANFICTION. 2 50 PAPER 15 SAFE.
GIVE US TIME.. | RANDOM MEMORY CONTENTS. 5 EVERYIFHING AND CLAY TABLETS,
COMPROMISED? | | OUR IMAGINATIONS, Too. |
| SEE, WELL BE FINE.

ik




Ethical hacking

ot 511K Valdty Yenfaratian

Lo

2011-04-01; Windows bet készletek

5% Visbty Wetieaton - SDX Froparties | S0 Containa |

[ S /U 1%
a8 _hack 1=

A .itf allomanyokon lev 6 elektronikus _
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Az okostelefonoknal
kezelése miatt (de néhol a code signer szabalyok is e
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is fontos a tanusitvanytar elsésorban az SSL/TLS csatornak
bb 6l taplalkoznak).

Android root jogosultsag: SuperOneClick
cacerts.bks szerkesztése: Portecle

cacerts.bks visszairasa;:

SSHDroid + WinSCP

/system/etc/security$ mount —w —o remount /dev/stl12 /

C:NARONSHACKSAndroid> java

-jar

/system/etc/security$

TAportecle—1 .7 /portecle . jar

chmod 755

BEE

=>

system

console

cacerts.bks

File Tools Examine Help

AEE R EE RN e

M| Alias Name

Last Modified

N Ut Aéidabin oot
9

2011 11 300 23718:02 CET
2010.02.04, 20026:38 CET

Certificate Details for entry "cn utf-B aéiooouiii root’ w

Version:

Subject

lssuer:

Serial Number:
Walid Frofm:

Yalid Until:

Pullic Key:
Signature Algorithim;
SHA-1 Fingerprint:

MDS Fingerprint:

UEEUEDEEEDDEEEDDEDELEEOEE DD 6

Cerificate 1 af 1

3
EMAILADDRESS=info@ea hu, CH=CH UTF-8 AASA-AZAIADARA LA+ root,
EMAILADDRESS=infoi@ea.hu, CH=CH UTF-8 Adeh-AsA0Ani-Auls root,
759 9544 FOB3 ODF1

2011.09.28. 9:19:45 CEST

2021.09.27, 8:18:45 CEST

RSA (4 096 bits)

SHAZSBWIthRSA

E7 BEF523 ERES 4AFIFB 4C:CB 13 8ADE A3 AGES AL G2 OB

SA48FE B33 3B FAFE0825:CR01FT43E30A

| Extensions H EEM Encoding

E 34

2010.02.04, 20:27:04 CET

!Keystnre type: BKS, provider: BC, size: 57 entries



=>
=>

2018.12.03.

2010-12-29:

komponense kozil az egyik (
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failOverflow (27. Chaos Communication Conference)

http://www.youtube.com/watch?v=4loZGYqaZ7l

: metadata
. =
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|
|

|-VHS + S3V

sajat ECDSA implementacié  kriptografiai tudas nélkil: a titkos kulcs két

random number ) be volt égetve

két kilonboz 6 alairdsbdl meghatarozhato a titkos kulcs masik értéke is
barki tud alairt alkalmazasokat futtatni Sony Pla

yStation3 eszkdzon

pub1ic parameters:

p, a, b, G, M: 211liptic curve parameters
0 ﬁub1ic ke

g: hash of data

R,5: signhature

private parameters:
e raqdum number
k: private key

Rl = mlG

=1 = (el + kr1) / (ml)

RZ2 = miG

S2 = (e + kRZ2D S (m2)

Rl = R2

mlL = m2

sl <> 52

(51l - 520 = (el - 227 /F (m)

(m) = (el - &2 / (51 - 520

(k) = msl - el) S (rR) = (ms2 - 223 S (R)
I
W

(k) = (els2 - e251) F ({51 - 527 (R])]
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2011-03-18:

2018.12.03.

célzottan kikuldott e-mailek, csatolmanyban Excel-t
megnyitaskor telepitette a Poison Ivy (Remote Administ
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RSA Inc. — RSA SecurlD

=> Az RSA SecurlD titkos kulcs , seed”-ek kikerultek

=> illetéktelen behatolasok a Lockheed Martin  cégnél is

HOTP: an HWMAC-Based one-Time Password algorithm
http:  Awww. ettt org/rfc/rfcd226.txt

HOTPEK,C) = Truncate{HMaC-sHAa-1(K, 10

TOTP: Time-Based one-Time Password aAlgorithm
http: Awww. ettt org/rfc/rfct238. txt

TOTP(K,T) = Truncatel{HMa-sHA-1(K, T
TOTPLK,T) = TruncatelHMAC-SHA-Z256(K, T
TOTPIK,T) = TruncatelHMAC-SHA-512(K, T
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abla, benne 0-day Flash exploit
ration Tool) alkalmazast

DELETE COCKIESH

B s e e

E-GROUP 17

SECURE
BUSINESS AUTOMATION




